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Introduction

This module will help the student understand what file systems are. They will also learn
the limitations and advantages of each one and how to identify the differences.
Objectives

Understand what the most popular file systems are

Learn how to identify each file system using hex editors

Learn what volume serial numbers are and how to decode them
Learn to decode volume creation dates and times

11/01/2020 Copyright © 2021 Network Development Group, Inc. www.netdevgroup.com Page 3
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Lab Topology

LAN
172.16.16.0/24 .10
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Lab Settings

4INDG

The information in the table below will be needed to complete the lab. The task sections
below provide details on the use of this information.

Virtual Machine IP Address / .Account I_Dassword
Subnet Mask (if needed) (if needed)
Caine 172.16.16.30 caine Trainlng$
CSI-Linux 172.16.16.40 CSi csi
DEFT 172.16.16.20 deft Trainlng$
WinOS 172.16.16.10 Administrator Trainlng$
11/01/2020 Copyright © 2021 Network Development Group, Inc. www.netdevgroup.com Page 5
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1 Getting to Know HxD Hex Editor

The ability to understand partitions and file systems is extremely important in
performing digital examinations. Partitions determine how much data you can access,
and file systems determine how that data is handled. The two are closely related but
very different. In this lab, we will use a very useful FreeWare tool called HxD Hex Editor
and Disk Editor? to access and parse data that will help us identify and understand
partitions and file systems better.

1. To begin, launch the WinQOS virtual machine to access the graphical login screen.
a. Select Send CTRL+ALT+DEL from the dropdown menu to be prompted with the

login screen.
=3 Send CTRL+ALT+DEL
1 Undock
O Actual Size

H Scale Display

% Power On

& Power Off

b. Login as Administrator using the password: Trainings.

% Ihttps://mh-nexus.de/en/hxd/

11/01/2020 Copyright © 2021 Network Development Group, Inc. www.netdevgroup.com Page 6
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2. Once you are logged into the VM, launch the HxD Hex Editor program from the
Windows Start menu by navigating to Start Menu > HxD Hex Editor. Alternatively, you
can open HxD Hex Editor from the Desktop by double-clicking the icon called HxD:

9 Google Chrome

H

B D Hex Editor

. Changelog
Donate

C
L)

License

HxD

Readme

Website

|
l IrfanView
L2 0 - € © 9

3. Once you have HxD opened, you will see the main interface, as seen in the
screenshot below. Let us look at the GUI first. The main GUI window has 2 toolbars
by default.

a. They are highlighted as items 1 and 2. The toolbar highlighted as item 2 contains
quick use icons that can also be found in the Menu bar highlighted as item 1.

b. The pane highlighted as item 3 is the area where the files’ contents are displayed
in hexadecimal and text view.

i) HieD 0 — O X l

| File Edit Search View Analysis Tools Window He!p“ e
I= — -

b » |- ¢ Wit (AMNED Tie |

11/01/2020 Copyright © 2021 Network Development Group, Inc. www.netdevgroup.com Page 7



Lab 05: File System IIIINDG

c. Thereis afeature called the Data Inspector tab found in the Special editors pane
that we will need for this exercise. Let us check if it is open by navigating to
View > Toolbars as seen in items 1 and 2. Once there, review the submenu that
appears. If the Data Inspector option seen in item 3 does not have a checkmark
beside it, then click it. If it does have a checkmark, then exit the menu by
clicking on an empty area outside of the menu.

0 HO ; - 0 x
File Ecit Search [ Analysis Taals Window . Help:
= == | M| adapttowindoys width o (ARIST) | e |

d. Now the Special editors pane will appear, and you will see the Data inspector
tab highlighted below, which allows you to view and interpret data in different

formats.
o) HiD - o x
~ File Edit Search View Analysis Tools Window Help
DR W m3 a6 @ wedowmansy Blre B Py
Special editors x
Data inspectar
4 4 0 bl
Gy (i [ ~
gotoy vl
goto; Ihvalid

W16 gt lwslid
Unt16 goto: Invalid
24 gota: Invalid
Uintz4 gota: Invalid
Int32  gotor Invalid
Ulrnisz w,,u_u fivalid
Intéd  gocto: Invalid
Ulnt6d gota: Invalid

OLETIME Imvalid L
Hyte order
® Little endian O Big endian

Déﬁrsw.inheg ersirhexadecimal b

11/01/2020 Copyright © 2021 Network Development Group, Inc. www.netdevgroup.com Page 8
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4. This powerful hex editor has many features and capabilities. We will cover the
options that we will be using in the table below the following screenshots. The
options we will be using are found in the Search, View, and Tools dropdown menus.

Tools Menu
%0 HxD
File Edit Search View Analysis Window Help
S 0d~ /| m ¥ 4~ | M Openmainmemory.. ShiftsCtri+M B4 4 » pl sector ok

-4 Open disk... Shift+Ctrl+D
2 Open disk image... Shift+Ctrl+|

File tools 4

Options...

Search Menu
0 HxD

File Edit View Analysis Tools Window Help

{ [ @+~ Find CtreF Windows (ANS) | hec i 14 4 b D] Sector
4e0 Replace... Ctrl+R
Find again F3

Find again (reversed)  Shift+F3

# Goto... Ctrl+G

_'\U‘/ The options are grayed out until a file is added to the application that
will enable the search function.

View Menu

0 HxD

File Edit Search RUENE Analysis Tools Window Help

) &~ L) | W > Adapttowindow width  [lindows (ANSI) B/ hex E14 4 p bl sector ok
Bytes per row...

Text encoding
Offset base Hexadecimal
Visible columns Decimal
Byte group size Octal
Toolbars

2| Refresh

11/01/2020 Copyright © 2021 Network Development Group, Inc. www.netdevgroup.com Page 9
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5. As always, please note that all the options are not listed here. There are many other
features that will not be used in this course. If you would like to learn more about
the tool, feel free to visit the HxD website https://mh-nexus.de/en/hxd/.

6. Now that you are familiar with some basic features of HxD, let us use it to look at
some FEFs.

Open disk The Open disk option allows you to add a local disk and view it in hexadecimal
and raw text view.

Open disk The Open disk image option allows you to open a disk image file and view it in

image hexadecimal and raw text view.

Find The Find option allows you to search the data that is shown in the main view
pane.

Goto The Go to option allows the user to go to a specific Offset in the data that is

shown in the main view pane.

Offset base ] The Offset base option allows you to switch between Hex, Decimal, and Octal
characters in the view pane.

11/01/2020 Copyright © 2021 Network Development Group, Inc. www.netdevgroup.com Page 10
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2 Identifying File System Data in a FAT Formatted Evidence File

All data stored on a storage device (hard drive or Solid-State Drive) is in the form of a
magnetic field or electric charge and can be referred to as a binary digit or bit. To allow
access to storage devices, there needs to some form of structure. This is done by the
computer and is referred to as a Logical Disk Structure (Partitions and File Systems). To
write data to the hard drive, the Logical Disk Structure allocates areas of the drive into
individual blocks. This process must first be completed before the drive is usable.

In this lab, we will be reviewing how each Partition and File System is formatted.

1. Letus use HxD to review the FEF and learn how to read the data contained in a
partition table. You should still have HxD open. If not, reopen it and click the Open
disk image option from the Tools dropdown menu, as seen in items 1 and 2 in the
screenshot below.

%0 HxD 1 - o X
' File Edit Search View Analysis[[Etll Window Help

0@~ md 4~ | M Openmainmemory..  Shift-CtreM M 14 4 b P Sector
4 Open disk... Shift+Ctrl+D

Special editors x

] Open disk image.. Shift+Ctrl+l 2
Data inspector
File tools > P

Options...

Sinary (8 bit)
Int8 goto: Invalid

Ulnt8 goto: Invalid

Int16 goto: Invalid
Uint16 goto: Invalid

Int24 goto: Invalid
Ulnt24 goto: Invalid

Int32 goto: Invalid
Ulnt32 goto: Invalid

Int64 goto: Invalid
Ulnté4 goto: Invalid
AnsiChar/ char8_t Invalid
WideChar / char16_t Invalid
UTF-8 code point Invalid
Single (float32) Invalid
Double (float64) Invalid
OLETIME Invalid
FILETIME Invalid

DOS date Invalid

DOS time Invalid

DOS time & date Invalid

time t (32 bit) Invalid v
Byte order

@) Little endian O Big endian

[JShow integers in hexadecimal base

Checksum  Search

snsay

v|[ Refresh |

Algorithm Checksum Usage

Expected result:

11/01/2020 Copyright © 2021 Network Development Group, Inc. www.netdevgroup.com Page 11
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2. The Open disk image window will appear. Use this window to browse to This PC >
Desktop and double-click the folder Toolbox > Datasets > Lab5. This will open the
folder revealing 3 FEFs. Select the file called NDG FAT Lab5.001 and click the Open
button as highlighted below.

o

| "™ Open disk image

— v 11 « Toolbox »

Datasets > Lab$ v O I -

Organize v New folder

& Pictures A

PN
Name

Special editors x

Data inspector

4 4 » |
Toobax 2 NDG eFAT Lab5.001 N —
« B This PC [ NDG exFAT L3b5.001.6¢ fre .
[ NDG FAT Lab5.001.6 . Invalid
3 L ) I16  gote; Invalid
83 NDG NTFS Lab5.001 Uint16 goto: Invalid
Autoruns for Windows [ NDG NTFSLab5.001.62 24 gotg; Invalid
C==10) U4 gote e
cPi Int32  goto; Invalid
Lab2 Uint32 goto: Invalid
Int6d  goto: Invalid
Lab4 UIntéd goto: Invalid
=160 AnsiChar cha i
> deft-82-002 WideChar / ch Invalid
” b d HTE.R cade na lnalid hd
agnet Process Captu
ORI, | <l —
@) Little endian () Big endian
File name: v| Al files (%)
[ Shows integers in hexadecimal b
7
F v Refresh
Algorithm Checksum Usage

Expected result:
x

The Sector size window will appear. This window allows you to select the sector size
of the image. In this lab, we will leave the option as 512 (hard disks/floppy disks) and
click OK as highlighted below.

Sector size X

Specify the sector size:

512 (hard disks/floppy disks) v

[ _'@ Do NOT change the specified sector size from 512 Bytes.

11/01/2020 Copyright © 2021 Network Development Group, Inc. www.netdevgroup.com Page 12
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4. You will see the window below appear. As you can see in the screenshot below, the
view pane now contains the hexadecimal representation on the left of the pane. This
is highlighted as item 1 below. Immediately beside the hexadecimal values is the
Decoded text view, highlighted as item 2.

X0 HxD - [C:A\Users\Administrator\Desktop\Toolbox\Datasets\Lab5\NDG FAT Lab5.001] — m}
i) File Edit Search View Analysis Tools Window Help -8
i B Q~ier6 | Windows (ANST) <[ hex 5]
%) NDG FAT Lab5.001 Special editors
)
Offset (h) 00 01 02 03 04 0S 06 07 08 09 OA OB OC OD OE OF |Decoded text A | Datainspector
DOUODUGC‘IO 00 00 00 00 00 00 00 00 OO0 00 0O 00 00 00 00 14 4 0 bl
00000070 | 00 00 00 00 00 0O 00 OO 00 OO0 00 00 00 00 00 00
00000080 | 00O 00 00 OO0 0O OO 00 OO 00 OO 00 0O 00 0O 00 00 Binary (8 bit) 11111010
00000090 | 00 OO0 00 OO 0O OO 00 00 00 OO0 00 OO 0O OO 00 00 Int8 goto: -6
00000040 | 00 00 00 00 00 OO 00 OO0 00 00 00 00 00 00 00 00 Ulnt8 to: 250
000000BO | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 " 9o o
000000CO | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Int16 goto: 13306
000000D0 | 00 00 00 00 00 00 00 OO 00 00 00 00 00 00 00 00 Uint16 goto: 13306
000000EO | 00 00 00 00 00 00 00 00 00 00 00 OO 00 00 00 00 Int24 go to: -4180998
000000F0 | 00 00 00 00 00 00 00 OO 00 OO0 00 00 00 00 00 00 Ulnt24 goto: 12596218
00000100 | 00 00 00 00 00 0O 00 OO0 00 OO0 00 00 00 00 00 00 Int32 oto: -1900006406
00000110 | 00 00 00 00 00 00 00 OO0 00 00 00 00 00 00 00 00 900
00000120 | 00 00 00 00 00 00 00 OO0 00 00 00 00 00 00 00 00 Uint32 goto: | 2394960890
00000130 | 00 00 00 00 00 00 00 OO 00 00 00 00 00 00 00 00 Int64 go to: 8935349264637244410
00000140 | 00 00 00 0O 00 OO 00 0O 00 00 00 OO 00 OO0 00 00 Ulnt64 go to: 8935349264637244410
00000150 | 00 00 00 00 00 0O 00 OO 00 OO0 00 00 00 00 00 00 AnsiChar / charB_t G
00000160 | 00 00 00 OO0 00 OO 00 OO 00 OO0 00 00 00 00 00 00 WideChar / char16.t m
00000170 | 00 OO0 00 0O 0O 0O OO0 OO 00 OO0 00 OO 0O 0O 00 00 ITE-R rde nnim' e
00000180 | 00 00 00 00 00 OO 00 00 00 OO 00 00 00 00 00 00 - A
00000190 | 00 OO0 00 0O 00 OO0 00 0O 00 OO 00 0O 00 OO0 00 00 Byte order
00000140 | 00 00 00 0O 00 OO0 00 0O 00 OO 00 0O 00 OO0 00 00 @ Little endian (O Big endian
00000180 | 00 00 00 00 00 0O 00 OO 04 41 11 00 00 00 80 O1)|......... A.. v . . .
v = [ Show integers in hexadecimal base
# | Checksum Search (0 hits)
(=8
@ v Refresh
Algorithm Checksum Usage
Expected result:
x
Offset{h): 0 Overwrite

5. Now let us begin reviewing the Master Boot Record (MBR — Partition Table). The
MBR - partition table can be found in the first sector (sector 0) of storage disks. It
can be broken into 3 sections: the Bootstrap code Area, the partition table, and the
Boot Record Signature. Each of these sections is stored at specific offsets. The table
below provides a description of their locations and sizes.

Structure of a generic MBR
Offsets within sector Length
Decimal Hexadecimal B)SItg s) Description
000 - 000 -1BD 446 Bootstrap
445 Code Area
446 - 1BE - 1FD 64 Partition Table
509
510 - 1FE - 1FF 2 Boot Record
512 Signature

boot-record-mbr-with-a-hex-editor-hex-workshop/

% http://blog.hakzone.info/posts-and-articles/bios/analysing-the-master-

11/01/2020 Copyright © 2021 Network Development Group, Inc. www.netdevgroup.com Page 13
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6. Asyou saw in the table above, the partition table is located at offset 4446 — 509. We
will be focusing on the data within the partition table in this exercise. Each partition
entry in the partition table is 16 bytes long. Typically, each drive can have 4 primary
partitions or 3 primary partitions and 1 extended partition. This makes sense since
the partition table is only 64 bytes in size (446 - 509 bytes); it can only store 4
entries, and each entry is 16 bytes long.

The additional extended partition allows for more logical partitions
to be created; however, extended partitions will not be covered in

e this lab.

7. Now, let us look at the data. Since we will be using decimal values to go to offset
446, we will need to change the Offset base to decimal. To do this, click the View
dropdown menu option from the menu bar and hover over the Offset base option,
then select Decimal as highlighted in items 1, 2, and 3 below.

%0 HxD - [C:AUsers\VAdministrator\Desktop\Toolbox\Datasets\Lab5\NDG FAT Lab5.001] — m]
i) File Edit Search mnalysis Tools Window Help -
> M | © Adapttowindowwidth  Hows (ANS) || dec v
) NDG FAT Lab5.001 | YteS PErTOW.. Special editors
2 Text encoding » ~| Datai "
ata Inspector
Offset (d) | 00 | Offset base S ettt 13 14 15 Decoded text P
00000008 | 00 - 0 00 00
Visible col > o
00000011 | 00 pible columns ®0 00 00 44 p»l
00000012 | op | Byte group size [ ImOcC! 00 00 00 Binary (8 bit) 1111010
00000014 | 00 Toolbars y )0 00 00 00 00 00 00 00 Int8 goto: -6
00000016 00 10 00 00 0O 00 0O 00 0O Ulnt8 : 250
00000017 | 00 | @ Refresh FS )0 0o oo oo oo oo oo oo nt getes
00000019 | 00 00 00 OO 00 OO 00 0O 00 00 00 00 00 00 00 0O Int16 goto: 13306
00000020 | 00 00 00 OO 00 OO 00 0O 00 00 00 00 00 OO 00 0O Uint16 goto: 13306
00000022 00 00 00 OO 00 OO 00 00 00 OO 00 OO 00 00 00 0O Int24 go to: -4180998
00000024 00 0O 00 0O 0O OO 0O 0O OO OO 0O OO 00 OO0 00 00 UInt24 go to: 12596218
00000025 [a]n} I:H:I [aln]} \:I\:I 00 00 00 |:n:| [a]n]} \:Il:l (a]u] |:1|:\ [a]n} I:H:I [aln]} \_I\:I Int32 oto: -1900006406
00000027 00 00 00 0O 0O OO 0O OO 0O OO0 00 00 00 OO0 00 0O gofo:
00000028 | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Uint32 goto: | 2394960890
00000030 | 00 00 00 OO 00 OO 00 00 00 00 00 00 00 00 00 0O Int64 go to: 8935349264637244410
00000032 00 00 00 0O 00 OO OO0 00 00 OO0 00 OO0 00 00 00 00 Ulnt64 go to: 8935349264637244410
00000033 00 00 00 00 00 OO0 00 0O 00 00 00 00 00 00 00 00 AnsiChar / char8_t G
00000035 | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 WideChar / charl6.t m
00000036 | 00 00 00 00 00 00 00 OO0 00 00 00 00 00 OO0 00 00 e ——— T
00000038 | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 “roaaenom
00000040 | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Byte order
00000041 00 00 00 OO0 0O OO0 00 OO0 00 00 00 OO0 00 00 00 00 @) Little endian OBig endian
000000432 | 00 00 00 00 00 00 00 00 04 41 11 00 00 00 80 01  ..eeeen.. A.. ) ) )
< > [J Show integers in hexadecimal base
& | Checksum Search (0 hits)
£
@ v Refresh
Algorithm Checksum Usage
x Expected result:
Offset{d): 0 Overwrite
11/01/2020 Copyright © 2021 Network Development Group, Inc. www.netdevgroup.com Page 14
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8. Now that the offsets are in decimal, let us go to offset 446. Once again, go to the

menu bar. This time click the Search dropdown menu option and then click Go to
from the dropdown menu or press Ctrl+G as highlighted in items 1 and 2 below.

X0 HxD - [C:\Users\Administrator\Desktop\Toolbox\Datasets\Lab5\NDG FAT Lab5.001]

) File Edit iew Analysis Tools Window Help

> - " Find Ctrl+F  dows (ANSI) || dec
) NDG FAT | ¢ Replace... Ctrl+R
n Find again F3

Offset (d  Find again (reversed)  Shift+F3 )8 09 10 11 12 13 14
0000000 00 00 00 00 00 00 00
00000011 0 00 00 00 00 00 00 0O
000000128 00 00 00 OO 00 OO 0O OO 0O OO 00 00 00 OO0 00 OO
000000144 00 00 00 OO0 00 OO OO OO OO OO 00 OO 00 0O 00 0O
000000160 00 OO 00 0O OO0 OO0 00 0O 00 OO0 00 0O 00 OO0 00 00
000000176 00 00 00 OO 00 OO 0O 0O 0O OO 00 00 00 00 00 OO
000000192 00 00 00 00 00 OO 0O OO 00 OO0 00 00 00 00 00 OO
000000208 00 00 00 OO 00 OO 0O OO 0O 00 00 00 00 00 00 OO0
000000224 00 00 00 OO 00 OO OO OO OO OO 00 OO 00 0O 00 OO
000000240 00 00 00 OO OO OO OO OO 0O OO 00 OO 00 OO0 00 0O
000000256 00 00 00 OO 00 OO 0O OO 0O OO0 00 00 00 00 00 0O
000000272 00 00O 00 OO OO0 OO OO OO 0O OO 00 OO0 00 OO 00 0O
000000288 00 00 00 OO OO0 OO 0O OO 0O OO 00 00 00 00 00 0O
000000304 00 00 00 OO OO0 OO 0O OO 0O OO 00 00 00 00 00 OO
000000320 00 00 00 OO0 00 OO 0O OO 00 OO0 00 00 00 00 00 0O
00000033 00 00 00 00 00 OO 0O 0O 0O OO0 00 00 00 OO0 00 0O
00000035 00 00 00 OO 00 OO 0O OO 00 0O 00 OO0 00 OO0 00 0O
00000036 00 00 00 0O 00O OO 0O OO 00 OO0 00 00 00 OO 00 0O
00000038 00 00 00 00 00 OO OO OO 0O 0O 00 OO 00 OO 00 0O
00000040 00 00 00 00 00 OO 0O 0O 00 OO0 00 00 00 OO0 00 0O
00000041 00 00 00 OO 00 OO 00 OO0 00 00 00 OO 00 OO0 00 0O
000000432 00 00 00 OO 00 OO OO OO 04 41 11 00 00 OO0 80 O1

Checksum  Search (0 hits)

synsay | A

15 Decoded text ”

— (m}

Special editors

Data inspector

14 4 » Ppl

Binary (8 bit) 11111010

Int8 goto: -6

Ulnt8 goto: 250

Int16 goto: 13306

Ulnt16 goto: 13306

Int24 go to: -4180998

Ulnt24 goto: 12596218

Int32 go to: -1900006406

Ulnt32 go to: 2394960890

Int64 goto: 8935349264637244410

Ulntsd goto: 8935349264637244410

AnsiChar f char8_t [

WideChar / char16_t bi: |

HTF-8 rade naint Imvalid cade unit

Byte order

@) Little endian (O Big endian
[ Show integers in hexadecimal base

v Refresh

Algorithm Checksum Usage

o Expected result:

Offset{d): 0

Overwrite

The Go to window will appear. This window allows you to enter an offset, and it will
place the cursor at the beginning of the offset. Let us type 446 in the text box
highlighted as item 1 below. Next, click the radio button beside dec, as seen in item
2 below. This tells Go to that you are searching for a decimal value. Once you have
verified that everything is correct, leave the other option as default and click OK as

seen in item 3 below.

Goto X

Offset:

Ore QT5]  Oce

Offset relative to
(® begin

O current offset
(O end (backwards)

3 Cancel

444

Copyright © 2021 Network Development Group, Inc. www.netdevgroup.com
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10. Your cursor will be taken to offset 446. Let us highlight the 16 bytes after the cursor,
as seen in item 1 below. You can use the status bar at the bottom of the main
window to count the length of your selection, as highlighted in item 2 below.

i) File Edit Search View Analysis Tools Window Help

%0 HxD - [C:\Users\Administrator\Desktop\Toolbox\Datasets\LabS\NDG FAT Lab5.001]

v | Wl 2y 216 V]| Windows (aNSH || dec
) NDG FAT Lab5.001 Special editors
Offset(d) 00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 Decoded text ” | Datainspector
000000288 00 00 00 OO0 00 00 00 0O 00 OO0 00 00 00 00 00 00 1440 bl
000000304 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
000000320 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Binary (8 bit) 10000000 A
000000336 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Inta aoto: -128
000000352 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 s goto 128
000000368 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
000000384 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Int16 goto: 384
000000400 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Uint16 goto: 384
000000416 00 00 00 00 00 00 00 00 00 00 00 00 00 Int24 goto: 65920
000000432 00 00 00 00 00 00 00 00 04 41 11 00 00 GUETH Ulnt24 goto: 65920
[LLLLLPPEN |01 00 OE FE 3F 04 00 00 00 86 39 01 00]iE i
Int32 goto: 65920
000000464 00 OO 00 OO 00 OO0 00 OO 00 OO0 00 OO 00 00 00
000000480 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Ulnt32 goto: | 65520
000000496 00 00 00 OO0 00 00 00 00 00 OO0 00 00 00 00 55 AA Int64 goto: 306242635767546240
000000512 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Uinté4 goto: 306242635767546240
000000528 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 AnsiChar / charg t €
000000544 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 WideChar / charl6.t b
000000560 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 —= v
HTF-A rade naint lInevnercted cantinuation b
000000576 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
000000592 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Byte order
000000608 00 00 00 OO0 00 00 00 00 00 OO0 00 00 00 00 00 00 @) Little endian O Big endian
000000624 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
< > [J Show integers in hexadecimal base
g Checksum  Search (0 hits)
a v Refresh
Algorithm Checksum Usage

Expected result:

Offset(d): 446

Block(d): 446-461

ILength(d):16 I E

Overwrite

11/01/2020
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11. The data you just highlighted is the partition entry for the first partition on the disk.
This highlighted data can be broken up into 6 sections. The table below shows the
different sections.

0x80 | 0x01 01 00 | OxOE | OxFE 3F 04 | Ox3F 00 00 00 | 0x86 39 01 00

Offset

Length
(in
Bytes)

Description

0x80

0x01 01
00

OxOE

OXFE 3F
04

0x3F 00
0000

0x86 39
0100

1

This is the first character and denotes whether the partition
is active or not. 0x80h indicates that the partition is active.
Alternately, 0x00 would indicate that the partition is
inactive. (0 = Non-Bootable / 80 = Bootable).

The next 3 bytes represent the starting sector of the
partition. It is stored as a Cylinder Head Sector (CHS)
value and is also in little-endian. This means the starting
sector is 0x00 01 01.

The fifth (5™) value represents the type of filesystem that is
on this partition. OE represents a FAT file system.

The next 3 bytes represent the ending sector of the
partition. It is also stored as a Cylinder Head Sector (CHS)
value and is in little-endian. This means the partition’s
ending sector is located at 0x04 3F FE.

The next 4 values indicate the starting sector of the file
system in hexadecimal. It is stored in little-endian and so
the value is 0x00 00 00 3F or just 0x3F. You can highlight
the characters and view the converted data in the Data
inspector pane. Ox3F converted to decimal is 63, which
indicates that the starting sector for this file system is
sector 63.

The last 4 values represent the number of sectors in the
partition. This too is stored in little-endian so should be
viewed as 00 01 39 86. You can highlight the characters
and view the converted data in the Data inspector pane.
When you convert this value to decimal, you will get 80262
sectors. To get the partition size, multiply the number of
sectors (80262) by the size of each sector (512), in this
case, 40,094,144 bytes (approx. 40MB.).

11/01/2020
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12. The partition entries precede the Boot Record Signature; this can be found at the
end of the MBR as hex 55 AA (0x55AA) (bytes 510 and 511).

CEffset(d) ©© 01 62 ©3 04 05 ©& 07 08 ©5 19

13. Now that we learned how to read the partition table, let us move on to the file
system. We learned from the partition table that the starting sector for the file
system is sector 63. Since each sector is 512 bytes, let us multiply 512 by 63 to get
the offset. The result should be 32256.

Calculator

= Programmer
32,256
HEX  7E00
| oec 32256
ocT 77000
BIN 01111110 00000000
2 QWORD MS
D Bitwise % BitShift
<« » CE s
( ) % =
7 8 9 X
4 5 6 -
1 2 3 55
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14. As we did earlier, open the Go to window by clicking the Search dropdown menu
option and then clicking Go to from the dropdown menu or press Ctrl+G. Once the
window appears, type 32256 in the text box as highlighted as item 1 below. Verify
that the radio button beside dec is still selected, and then click OK as seen in item 2

below.

Goto

Offset:

X

(O hex

p2256

@ dec O oct

Offset relative to
(@ begin
(O current offset

(O end (backwards)

2

Cancel

15. Now that you are at sector 63, you will be looking at the text and hexadecimal
representation of the volume boot record (VBR). The offset 32256 is the location of
the first byte in sector 63 (VBR) on this volume. Since we know that each sector is
512 bytes, we can determine that the sector ends at offset 32767 by adding the
number of bytes after the first byte (511) and the offset of the first byte (32256).

11/01/2020

DWW Mo
[ VI PO e B I & VI 6 )

Certain artifacts are located at specific byte offsets within the VBR.

Decoded text

E<.M5D055.0. ...
AANHA AT R TR
+9...)n}T NO Na
ME FAT1E  3E

Ifa (20, . Zhiss. |
BRE}ScA™EC. L. B!
£;.18f; . s5Wiun. S
. V.€R.983E5F. "
£..F. Vo FuuHev
"RFE%VE, JEc ..
AH-&.Fi.Npaz. .e=
JEDEE-E. T2.H; 1)
aLINE. sharesd
@} eB<TBEHE. T,
5. 1,81 vige d}E
al.L.&«U.R%.5,.&
;L rE[BVEN. | ECFS
=}CF3) HEURNOLNGE
—lEE... .IEf¢Fz
£.F.EcDEAR. &7 . (L
JJ5F.28<&.Fii, Vb&
JRE.S53.3.%F.-'3
0+5'+oBtEsv. 5052
Af..I...8~..u."B
«55vSI.aar. Bu.B.
~ Tu.2hls, . £i.8
°BOOTMER LR
move disks or ot
her mediz.¥..Dis
k error¥..Preass
any key to resta

i1

B e Egu=
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16. The table below provides the location of the artifacts based on their offset values for
the entire volume as well as for the sector. During this exercise, we will use data
from the Dec and Universal Offsets columns to locate the relevant entries in the VBR
located at sector 63.

Offset Universal Len Name Description
Hex Dec Offsets gth
(By
tes)
0x7EOQ0 32256 0x00 0 3 Jump Jump
Instruction instructions to
skip to boot
code field
O0x7EO03 32259 0x03 3 8 OEM ID ASCII -
MSDOS5.0
0x7EOB 32267 0x0B 11 2 Bytes per Combined will
Sector provide
Cluster size
Ox7EOD 32269 0x0D 13 1 Sectors per
Cluster
Ox7E20 32288 0x20 20 8 Total Volume size
Sectors on
Volume
Ox7E15 32277 0x15 21 1 Media Common
Descriptor values are
0xF8 and
O0xFO0 which
represents
fixed media
and
removable
media,
respectively
Ox7E27 32295 ox27 39 4 Volume Serial number
Serial of the Volume
Number
Ox7E36 32310 0x36 54 8 FAT16 File System
Type
OX7FFE 32766 Ox1FE 51 2 Boot 0x55 AA
0 Signature
0 Normally, the universal offsets would be used to find each section

[ = within the Sector 63, however, HxD will display the entire physical disk
— which will contain sector 63.
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17. Let us highlight the first 3 bytes starting at offset 32256. These bytes are known as
the Jump instruction, and it instructs the computer to skip over the next few bytes as
they are not executable.

Offset (d) 06 ©7 ©8 05 ig 11 12 13 14 15 Decodsd text
000032256 4F 53 35 2E 30 00 02 02 08 00 [E=iMSDOSS.0..... sotor
=34) 3F 00 FF 00 3F oo (R A AT 8 e 8
25 6E 7D 5S4 20 4E 4F 20 4E 41 15..2.)n)}T NO NA
48 21 54 31 38 20 20 33 ME FAT1&  3E

18. Highlight the next 8 bytes immediately after the Jump instruction. These bytes are
located at offset 32259 in our FEF or the 3" byte from the beginning of the sector.
These 8 bytes are the OEM ID and will tell you the name of the file system when
converted to text. As seen in the screenshot below, the highlighted text is
MSDOS5.0, which indicates that it is a FAT file system.

Offset(d) ©0 01 02 03 02 05 06 07 08 05 1g 11 12

EEsD 53 44 4F 53 35 ZE fZ':' a2 02 08 00

EB ector
oz FZ oD 00 3F 00 FF 00 3F 00 00 00

86 54 20 4E 4F 20 4E 41

4D I 36 20 20 S

19. Let us highlight the next 2 bytes after the OEM name as indicated below. These
bytes are located at offset 32267 in our FEF or the 11" byte from the beginning of
the sector. The highlighted bytes are 0x00 02, and these bytes indicate the number
of bytes per sector. When converted to decimal, the number of bytes is 512.

Cffset(d) ©0 Dl ©2 03 D% ©5 08 7 ©8 08 1o 11 12 13 14 15 Decoded text

000032256 EB g0 53 44 4F 53 35 ZE 30 EEI 0z 08 00 E<.M5D0SS5. ':li;;. Wi egtor
az 0z als) 4D 00 3F 00 FF 00 3F 00 DO SIS RIS 16 JRE RS
86 3% 01 00 80 00 25 EE 7D 54 20 4E 4F 20 4E 41 #5..€.)n}T HO HA

QOoOD32304 4D 45 20 ) 20 20 46 41 54 2L 36 20 Z0 L ME FATlE 3E

20. Now highlight the byte immediately beside the previous one as indicated below. This
byte is located at offset 32269 in our FEF or the 13™ byte from the beginning of the
sector. This value is the number of sectors per cluster and, as seen below, is 0x02 or
2 in decimal. Combining this value with the number of bytes per sector (512) can
provide the cluster size for the volume.

1 82 83 84 85 06 87 88 859 1g 11 12 13 14 15 Decoded text =
50 4D 53 4F 53 35 ZE 30 00 CIE@DE "=-_'<.H5D055.C-.g:|¥.. Seoctor &3
)0 00 Fg D 00 3F 00 FF 00 3F 00 00 RERTATRIAT - TRAY: 85 Rk TATALR
2% EE 7D 54 20 4E 4F 20 4E 41 9..€.)n}T HO HA
5 20 20 20 46 41 54 31 36 20 20 33 ©C% ME FaATI1s 3JE
[ ) \U/ In this case, 512 bytes per sector * 2 sectors = size of each cluster 1024
— bytes.
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21. Now that we know the size per cluster, let us look at the media type. This can tell
whether the volume is a removable/fixed disk, a floppy disk, or other type of
medium. The media type is located at offset 32277 in our FEF or the 215t byte from
the beginning of the sector. Let us use Go to again; it should be open already; if not,
reopen it and type 32277 and click OK. This will take you to the beginning of the
media type entry. Highlight the next byte, as seen below. The hex value F8
represents a hard disk or removable drive (USB drive etc.).

9C 40 53 £2 &l .o ¢ |E<-MSDOS5.0..... Sector &3
oz oo oo|gg|s toswsles e Fetuss
5 01 80 U0 2| Dffset: +5..€.)n}T HO NA
4% 20 20 20 20 4 | B 1= EATlc 3%
ol BC FO 7B SE D FRA{Z0, . ZAiEs. |
SE 24 70 24 2B © (g @) dec Oact ENS}SCF«“éE.I.féE
Al 1c 7C 26 2 £i.|&f; . &5Wiu.€E
=E 56 02 BO I Offzet relative to .'V.€A.sé3ES§.'T
1&€ ©3 5¢ 1 13 & @begin = R 1 ST . - 4
2400 S 46 FC 89 56 B ~ = LEALNVD. .tEct..
DOO0IZ416 3 42 F7 F3 01 ¢ F (S SUNERtOlS in-5.Fa.Hpaz..e=
G0 72 38 2¢ 38 20 7| (O end(backwards) LISEE-—T. £.%;}0!
61 T4 32 SE 74 0% B atlNc.fC ;ar=s0
B 70 B4 7O 8B T | } o cB="Bc.H
4 1 B3 10 o9 X0 B E T el s
BB GG CD 10 EE E | =..L.81 yhex d}e
£l CO 16 CO 16 2¢ 8B 55 1K 52 BO UL BB U0 OO0 Ef  ai.i.&acU.R°.»..&

22. Let us jump to offset 32288 or the 32" byte from the beginning of the sector. You
will find the total number of sectors on the volume here. Let us use Go to locate the
value. Reopen it by clicking the Go to option from the Search dropdown menu
option on the menu bar or using Ctrl+G. In the Go to window, type 32288 and click
OK. You will be taken to the offset 32288.

Goto *
Offset:
() hex (@) dec (Joct

Offset relative to
(®) begin

(:,'l current offset
() end (backwards)

| Cancel
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000032256

Q00032304

EB 3 S0

53 4% 4

0z 00 02 00 00 FS
s 39 o1 00 |ENERE

ﬁ

D 45 20

20 20

EE TD

1 54

54 20

31 36 20

3 35 ZE 30 00
00 3FF 00 FF

0z
3F
4F
e

02 08 00

4INDG

23. Let us highlight the next 4 bytes, as seen below. This value is represented as 0x86 39
01, which when converted to decimal is 80262. This indicates that there are 80262
sectors. With this information, we can determine the size of the volume. The size
can be found by multiplying the number of sectors (80262) by the sector size (512),
which is equal to 41,094,144 bytes (41MB).

E< HEDO55 .00
= i 1 AR TRIAER

PECECES -
20 4E 41 [fS.0.)n}T WO N&

20 33 % HME

FATls

3JE

24. Next, let us look at the volume serial number. This can be found at the 39t", byte
from the beginning of the sector, or offset 32295 in our FEF. Use Go to by browsing
to the Search dropdown menu on the menu bar and clicking Go to or using Ctrl+G.
Type 32295 and click OK. Highlight the next 4 bytes, as seen below.

000032256

000032288
JJJJ%

000032368
0000323384
ooo032400
Ooon32 4l€

JJJJ3u464
JJJJSH4;J

11/01/2020

02 =2
6 16 O3 49

&0 &3

C3 4%

an
6l
F3
3B

El

38

ag

4 4F 53 35 ZE 30 4
. oD Q0 3F g4 FE
46 3_ 30 2
E Do E 00 20 8E C
8 €1 Ef 3C 01 72
38 26 BEA 57 F
= 10 73 EB 33 £9 =R
i B 1E 03 4g OFE 13
FE B3 20 ) FT Eg
g EC 11 4FE FE &1 BF
D 74 17 &0 31 OB BE
83 C7 20 383 FB 72
0 AC 4% 40 T4 OC 4
B EF R0 FD 70D EB E
& 88 55 1a 52 B3O 0L
A 56 24 BE 08 TC &8

TR SRR TR0 0 TR S LY

Goto g
COiffset:
8- AT
5225
) hex (@) dec Joct
9 Offset relstiveto
I :
3 (®) begin
E () current offset
7 () end (hackwards)
H
2 | DK Cancel
5 R B ) S L ETOE B e
B O7T 46 F :.Ié[§?3ﬁ.!<i;FB

The volume serial number is created when the drive is formatted and
can be used to determine if files were ever stored on the drive. The

Volume Serial Number byte order is in little-endian, which means it is
read from right to left 2054-7D6E.
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25. Let us look at the Filesystem type. As the name suggests, this artifact will tell what
type of filesystem is on the volume. The Filesystem type is located at offset 32310 in
our FEF or the 54t byte from the beginning of the sector. Let us use Go to again; it
should be open already; if not, reopen it and type 32310 and click OK. This will take
you to the beginning of the Filesystem type entry. Highlight the next 8 bytes, as seen
below. As you can see in the textual version of the highlighted text, the Filesystem
type is FAT16.

() current offset FE B8 Z0 00 F7 "RFEREVE. o=t

Cffset(d) 00 01 02 03 04 65 06 07 08 0% 19 11 1z 13 14 15 Dscoded text

Goto: % | 4F 53 35 ZE 30 00 0Z 02 08 00 E<.M5DO5S5.0..... Sector &3

g 00 3F 00 FF 00 3F 00 00 00 ... - TR 18+ A TR

Offset: 25 BE 7D S4 20 4E 4F 20 4F 41 +9..2.)plT HQ WA

o IS (20, Zhus=. |

(Jhex (®) dec Joct 7 BMNS}5cA™é< . . f&:

FiC £;.|sf; . 8505w, . SE

Offset relative to 3L . °V.EA.983E5F. "2

(®) hegin i F. F.. V. F. . Hew.

61 B

FC 11 4E FE &1 BF AH:6.Fii.Npag..é=

O end (backwards) 74 17 &0 BI OB BE JEOES-t. 1.%;16)
83 07 20 38 FB 72 atINL.FC ;hresd

Faicel AC 92 40 74 OC 48 ER T Tl 1= LA

EF R0 FD 7D EB Eé w..1.8% Y}Ex ©lE

000032456 E1 CD 16 CD 15 26 8B 55 1A 52 BO 0L AL.I.&cU.R%.n..8

26. The artifacts we covered were only some of the things that are stored in the FAT file
system. Each version of the file system stores data at a slightly different location.
When manually reviewing the MBR and VBR as we just did, be sure to use a chart or
guide to identify the necessary artifacts associated with the file system you are
examining.

27. Let us move on to another type of file system.
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3 Identifying File System Data in an NTFS Formatted Evidence File

NTFS stands for New Technology File System and is a file system created by Microsoft; it
is the file system used with most versions of Microsoft Windows. In this exercise, we will
review the artifacts you can find in the NTFS VBR.

1. Letus use HxD to review the FEF and learn how to read the data in the partition
table. You should still have HxD open; if not, reopen it and click the Open disk image
option from the Tools dropdown menu, as seen in items 1 and 2 in the screenshot
below.

D 1 - o *®
File Edit Search View Analysis{RECISN Window Help

D@~bmd @~ [mo e Shift Db b seetor 0z |
; Special editors x
Data inspector
144 » bl
Inwalid A
Int2 gotoer Invalid |
Ulintg goto: Invaiid
Int16 gote: Invalid
Ulnt1d ‘goto: Invahd
Int24 goto: Invalid
Uint24 goto: [nvalid
Int32 goter Invalid
Ulnt32 gote: Invalid
IntEd gotor Invalid
Ulntbd goto: Invslid
AnsiChar / char8_t Invalid
WideChar / charl6_t Irwalid
UTF-8 code point Irvalid
Single (float3Z) Invalid
Double (floattd) Irvzlid
OLETME rwalid |-
FILETIME Irvalid
DOS date Inwvalid
DOS time Invalid
DOS time & date Imezlid
time t (32 bit) Invalid e
Biyte order
@) Little endian () Big endian

[Ishow integersin hexadecimal base

Checksum  Search

aynsay

Algorithm Checksum Usage

Expected result:
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2. The Open disk image window will appear. Use this window to browse to This PC >
Desktop and double-click the folder Toolbox > Datasets > Lab5. This will open the
folder revealing 3 FEFs. Select the file called NDG NTFS Lab5.001 and click the Open
button as highlighted below. The NTFS image file will now be loaded in HxD.

L "B
| | w Open dish image >
L= . ‘1~| o Toglbow » Datazets » Lab3 w» 8 I Search Lap
Special editar o
Chrganion = HMew folder = ~ W o .

DBata inipectar

& Fictures A T
44 ¢ ¥
Bl fioG wraT Lab3.000 I ——— —
| NDS AT Lak3.001 e I8 goby Il
o “mﬁ FAT Lab5.0m Uintd oo lnslid
. = MOG FAT 1ab5.000 tat T
) = 8 T Lab5 200 G gake Inesld
& [ RE Ulrk16: gake; [l
Aty L Wind g =FIDG HTFE Labs 091 b Nt goats bnald
=10 it S ke
CPi int3d gokg lmesld
UinkSR gobs; lnvalid
Lahi
Intgd  gogg mesid
Lab4 Ulnted gato; fshd
5 AnsiChar ¢ cha Irvalid
deft-22-00 WideChar eh sl [
" P Catu LEFEE-P et dm's. ]|
agnEtrocess Lay
N b i
S [ ®) Little endran () Big endian
Fila narne w | Al e gh
. . == [} Show integers in hexadscimal b
| Canezl
|
| & ™ Refresh |
Alqn'r'-ithrn Checkiur Usage

| '.‘ Evpectad pesuil
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3. Aswe did before, let us begin by reviewing the Master Boot Record (MBR — Partition
Table) in the first sector to locate the VBR. As we learned in the previous exercise,
the first partition entry is located at offset 446. Since we will be using decimal to go
to offset 446, we will need to change the Offset base to decimal. To do this, click the
View dropdown menu option from the menu bar and hover over the Offset base
option, then select Decimal as highlighted in items 1, 2, and 3 below.

o HaD - [CoUsershBemin sgaatorDesktop ToolboxDatasets\LabS\NDG NTFS Lab5.001]

| Fite Edit Searcnwnalwr Tools Window Helg

3 - T E Aclapt to window width Hovwrs (ANS]) Rl | dee “ 144 Pp Pl Sector

) NDGNTFS Lab5,00 _ DY(=E RET oW

Offs=t (d) | 00 14 15 Deécodsd text
(ula] lulx] wlaluls] Vizible Collrnns FH Fo  u3iZpy, |< 4P, P, 04 tactorn
0oooonoLs 2 18 0o

000000032 Pyteroup sie 0o i

00000008S Taolbats 6 ol

0OQoo006% 0o 0o

£ODO00ORE Refresh Fs oo o

0ODOOBOSE 00 OO OO 00 00 OO oo ot

Dopooon1L12 Do 00 DO DG 00 ( oo o

DODOOoLES ) 0@ 00 90 00 0O 00 {as T

CODOO0144 00 00 B0 DD 00 0O o5 oo

0000001 60 00 00 00 00 08 00 fala QT

000000176 00 00 00 oC o0 0O oo ol

000000152 oo oo 00 oo op oo oo o

RODO002 08 0o G0 0000 00 O oo

oanogozz4 00 G0 00 D0 00 0O oo o

0000002 40 00 00 0D 00 00 00 0o oo

000000256 DO OO0 00 o0 o0 OO oo oo

000000272 00 00 00 OC 00 00 0o or

DODODDZES 00 00 0O DO OD OO 00 0r

DOo0003 04 0 00 00 00 OO 00 00 og af

[ulalulalulkFd] g DB 04 00 OF 00 O o0 o

0opooniIss W0 0o o0 00 00 0o od Do oo

0000003 52 00 OO D0 OO oo Do og ot

4. Now that the offsets are in decimal, let us use Go to Ctlg jump to offset 446. This can
be opened by going to the Search dropdown menu option Ctrl+G in the menu bar
and then clicking Go to from the dropdown menu or pressing Ctrl+G. When the Go
to window appears, type 446 in the text box, verify that dec is selected, and then
click OK as seen below.

i File Ed'rtgu Analysis Tools Window Help

] B v L) Find Ctrl=F  Hows (ANSI) || dec “ 144 B bl Sector 0
= | Replace.., Cirl+R
i NDGFATL ™™
& | Find again F3

09 10,31 12 33 14 15 -Decoded Terc

Offsec (d Find again (reversed]  Shift+F3

GG 0O GGote X e

®dec (Dot feeen
Offsetrelativeto L.,
®@begin e
(Dcurrentoffset [ttt
Oend (backwards) |

Crhex
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5. Your cursor will be taken to offset 446. Let us highlight the 16 bytes after the cursor,
as seen in item 1 below. You can use the status bar at the bottom of the main
window to count the length of your selection, as highlighted in item 2 below.

&) Filz Edit Search View Analysie Toels Window Help

3 ¥ | B i i~ =16 et | Windows [ANSI) ! dec “ |4 4 F B| Sed
) NDGFATLab5,001 ] NDG NTFS Lab3.001

| Offaet(d) ©00 01l 02 03 04 050607 08 OS5 1.12 1314915 Decoded text

0o &0 00 80 09 a0
50 00 90 09 40
30 00 90 09 20
0 80 09 20 09 30

S0 09 a0
100 09
300 09
30 09

gg a9 0o 40 0o
g9 20 09 20 09
gg a0 09 40 09
| 13} 152 00 40 09 40 00

0 &g 00 80 0D 80
S0 0030 09 80
J00 OO g0 O a0

10 09
0 00
S0 00

g9 8 00 20 00 80 09
00 30 09 20 00
g9 40 09 90 00

09 09 90 09 90 09 10 09 ) 90 D9 80 09 90

09 00 90 00 A0 00 &0 0O 40 09 0 20 DO 40 00 40
| oo 30 0O 80 30 09 30 D0 80 00 30
| oo 9 90 D9 90 10 09 0 90 DO 490 09 40
| oo 0o 90 09 40 10 o9 0 @0 09 90 09
| o9 10 DD a0 10 09 0 90 D0 90 00
: ) 0 D0 20 00
| O 09 oo oo
| o9 90 90 09 90 0O

o9 0 99 9

e e e A
S i |

a0 a0

[wTaJlRe=Tu]
08 80 sssssssssasaasas

30 00 9o
g9 a9 g9

0g. ag
09

R
D09

| e e e S i e =
Loo0oo4ss 09 80 89 80 89 80 00 80 869 80 09 80 09 80 55 Af c.i.isicsesssaaea g2

|ottsetiay 446 Blockidl 46.461 a2

6. Aswe did with the partition entry above, let us break it down to learn what type of
file system the entry is referring to and what sector the VBR is located in.

The highlighted value is 0x80 | 0x01 01 00 | 0x07 | OxFE 3F 04 | Ox3F
00 00 00 | 0x86 39 01 00

7. The only difference between this entry and the previous FAT entry is that the 5%
byte that represents file system type is 07, which is used to represent NTFS/exFAT
file systems. The starting sector of this file system (where the VBR is located) is the
same as before. When converted, it is 63. Let us jump to sector 63.

8. Since we know that each sector is 512 bytes, we can determine that the sector ends
at offset 32,767 by adding the number of bytes after the first byte (511) and the
offset of the first byte (32256). Certain artifacts are located at specific byte offsets
within the VBR. Like before, we will provide the location of the artifacts based on
their offset values for the entire volume as well as for the sector.

9. The table below provides the location of the artifacts based on their offset values for
the entire volume as well as for the sector. During this exercise, we will use data
from the Dec and Universal Offsets columns to locate the relevant entries in the VBR
located at sector 63.
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Goto X
Offset:
b bzzssﬂ

O hex @) dec Ooct

Offset relative to

@ begin

O current offset

O end (backwards)

2
Cancel
Offset
Hex Dec
Ox7EO00 32256
Ox7EO03 32259
Ox7EOB 32267
Ox7EOD 32269
Ox7E20 32288
Ox7E15 32277
Ox7E48 32328
OX7FFE 32766
11/01/2020

Universal
Offsets

0x00

0x03

0x0B

0x0D

0x28

0x15

0x48

Ox1FE

11

13

40

21

72

51

Lengt

(Byte
s)

4INDG

10. Since the calculations for this file system are the same as the FAT file system we
reviewed earlier, we already know that the starting sector is located at offset 32256
in our FEF. Let us reopen Go to by clicking the Search dropdown menu option, and
clicking Go to from the menu, or typing Ctrl+G. In the Go to window, type 32256 and
click OK as highlighted below.

Name

Jump
Instruction

OEM ID

Bytes per
Sector

Sectors per
Cluster

Total
Sectors on
Volume

Media
Descriptor

Volume
Serial
Number

Boot
Signature
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Description

Jump
instructions to
skip to boot
code field

ASCII -
NTFS

Combined will
provide
Cluster size

Volume size

Common
values are

OxF8 and
0xFO which
represents
fixed media

and
removable
media,

respectively

Serial number

of the Volume

0x55 AA
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11. At offset 32256 (Sector 63), begin by highlighting the OEM ID. This is located at
offset 32259 in our FEF or the 3 byte from the beginning of the sector. Highlight
the following 8 bytes after 32259 to reveal the OEM ID as highlighted below. As seen
in the textual version of the highlighted data, the OEM ID is NTFS, which indicates
that it is an NTFS file system.

g4 05 06 67 08 05 1g 11

12. Highlight the next 2 bytes that follow the OEM ID as highlighted below. These are
located at offset 32267 in our FEF or the 11t byte from the beginning of the sector.
As seen below, the value is 0x00 02 or 512 bytes when converted to decimal and
indicates the number of bytes per sector.

Cffset(d) ©6 Bl 62 93 9% ©5 BE ©7 08 A% 14 15 Decoded text

0000322256 EB 52 590 4E 54 4¢ 53 20 20 Z0 2 ER.NTES l.ﬁ.. Seotoxr &3
Q@ 00 po 00 D0 FE 90 00 3 PR TP O TR N
90 00 0 00 B0 OO 00 00 B RERL-aH 8

13. Now highlight the byte immediately beside the previous one, as seen below. This
byte is located at offset 32269 in our FEF or the 13™ byte from the beginning of the
sector. This value is the number of sectors per cluster and, as seen below, is 0x08 or
8 in decimal. Combining this value with the number of bytes per sector can provide
the cluster size for the volume.

Cffset [d)

[_'U/ In this case, 512 bytes per sector * 8 sectors = size of each cluster 4096
— bytes.
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14. Let us jump to offset 32296 or the 40t byte from the beginning of the sector. In an
NTFS VBR, you will find the total number of sectors on the volume here. Let us use
Go to, in order to locate the value. Reopen it by clicking the Go to option from the
Search dropdown menu option on the menu bar. In the Go to window, type 32296
and click OK. You will be taken to the offset 32296.

Goto b4
Offset;
225
() hex (@) dec (Jact
Offset relative to
{®) begin
() current offset
() end (backwards)
OK Cancel

15. Let us highlight the next 8 bytes as highlighted below. This value is represented as
0x85 39 01 00 00 00 00 00, which when converted to decimal is 80261. This indicates
that there are 80261 sectors in the volume. The size of the volume in bytes can be
found by multiplying the number of sectors (80261) by the sector size (512), which is
equal to 41,093,632 bytes (41MB).

] File Edit Search View Analysis Tools Windaw Help =
Brl) W3 @~ =0 ]| Windows (ANS]) || dec “| 144 B P| Sector 63 3 of 251,904

/) NDG NTFSLab5.001 Special editors
Offset(d) 00 01 §2 03 04 05 06 07 08 0% 10 11 12 13 A | Datainspector
tE Caliirtor - o I‘ ‘ ’ ’I
[ = Standard = =
g noard B— — Binary (& bit) 10000101
9 R ¢ Int8 goto: -123
] ‘ 41,093,632| Ulnts anto: 133
;: b Int1& goto: 14725
q i o b Uint16 goto: 14725
q € @l i Int24 goto 20261
| Ulnt24 goto: 80261
4 ¥ B int32 goto 80261
q L gatm o
g 7 8 9 |Uins32 gotor 80761 |
q Int64 goto: 20261
g 4 5 5 Ulntsd goto: 80261
9 | Byte order
b 1 2 3 == =
: | ® it i | O Big endian
. - - | [lShow integers in hexadecimal base
Jovugssse —ur oz o wo werrr Uyl |

Offset{d): 32296 Block(d): 32296-32303 Overwrite

[ \[T/ The byte order of the values represented as 0x85 39 01 00 00 00 00 00

: is little-endian, which mean the values are reversed 0x00 00 00 00 01
— 39 85. The preceding zeroes are dropped leaving 0x01 39 85 which
converts to 80261.
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the MFT with this information.

4INDG

16. Next, let us identify the starting extent for the Master File Table (MFT). This is
located at offset 32304 in our FEF or the 48t byte from the start of the sector. Let us
use Go to by browsing to the Search dropdown menu on the menu bar and clicking
Go to or using Ctrl+G. Type 32304 and click OK. Highlight the following 8 bytes as
seen below. These bytes are 0x10 0D 00 00 00 00 00 00 and represent 3344 when
converted to decimal. This number is the starting cluster of the MFT. An examiner
would be able to browse to the specific cluster and extract or view the contents of

& Fite Edit 0 Analysis: Tools Window Help - 8%
§ v L[ Find Ctri+F  Hows (ANSI) | dec El14 4 b bl sector 63 %] of 251,904
T NG N e Replee- LR Special editors x
Find again F3
Offsec(d  Findagain {reversed)  Shift+F3  J& 09 10 11 12 13 14 15 Decoded text * | Datainspector
................ 144 b Bl
................ Binary (8 bit) 00010000 A
................ 1nt8 ot 16
................ Ginks ot
S —— int1 gote; 344
................ Uint16 gote 3344
................ | Int24 gote: 3344
................ Ulrt2d gater 3344
................ - i qoto: 3344
e | Uint32 gote: 3344 |
[nted gote; 3344
= Ulntd4 goto: 3344
.- LAY AnsiChar / char8_t o
e A e | WideChar / charis t aa
% UTF-8 code point O (U=0010)
| Single (float32) 4,68504206470218E-42
Double (floatBd) 1.65215551969313E-320
32304 OLETIME 1899-12-30
Ohiex @ dec Ot FILETIME 1601-01-00
DOS date 1986-08-16
Offset refative to Dastime 1:40:32 AM
(®) begin DOS time & date Irwvalid
() current offset time t (32 bit] 1970-01-07 12:55:44 AM he
(O end (backwards) Byte order
a (@) Little endian C.‘Hig endian
SR B s ell oK I Chincel []Show integers in hexadecimal base
000032552 2 16 06 66 FF 86 il 00 16 00, 2E €2 § b
Offset(d): 32304 Block{d): 32304-32311 Length{d): 8 Overwrite
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17. Next, let us look at the volume serial number. This can be found at the 72" byte
from the beginning of the sector or offset 32328 in our FEF. Use Go to by browsing
to the Search dropdown menu on the menu bar, and clicking Go to or using Ctrl+G
seen in items 1 and 2. Type 32328 and click OK as seen in items 3 and 4. Before going
any further, let us click the checkbox beside Show integers in hexadecimal base as
seen in item 5. This will change the values in the Data Inspector tab to hexadecimal.
Now that you are at the offset 32328 (752" byte), highlight the next 4 bytes as seen
in item 6 below. These bytes represent the volume serial number and are stored in
little-endian. When converted, the volume serial number will read AO2A-DDCO, as
seen in item 7.

Lab 05: File System

B HD - [CLsers\AdministratoriDesktopiToolbod\Datasets\LabSiNDG NTFS Lak5.001] — I=] b 4
] File Edit E:'vgar.:h B fnalysis Tools Window Help = (BRI
%~ | Find Clrl+F dows (3NS) ol| dee o
.o REplace.. Chrl+R : . |
] DG NTFS o= R.EP 258 ) 4 Special editors x
| Find again F3 |

Offsetit  Find sgain (reversed)  ShifteF3 | Datainspector

00003217 4

000032 198 I‘ ‘ ”I .

Oo0D3ZE208 00 OO0 DO OO0 0O OO0 oo oo Binary [EESA 11000000 ~

000032z24 00 00 00 00 DD 00 DO 00 I3 gota -40

oooo3z2E240 00 OO0 DO OO DO OO0 DO oo

Ulntd  goto: co

00060 1o X 53 20 e e

oooi oo oo oo n PO-18:

000) '-z'ﬁPDD oo 33 Ulnt16 gote: DDCO

ooof =% oo oo o Int24 goto: 2ADDCO

0000 Db @) dec Croct 00 DO e Ulnt2d goto: 24DDCO

oooi Co SE C :

oot i{fwrrelativem 85 16 3z -gote: -SF052240
oo @ begin 41 BB AL 55 CD 13 T2 OC B1 TB TFSu. A»2Uf.r..d |Uint3z gor: A024DDCT |
obny (cusenteffset 01 00 75 03 E9 DD OO0 T B3 EC Uiu.zh..u.e¥..fi Intéd gotor Invalid

oon; O end (bactamrds) BL 16 DE OO 8B F4 16 IF €D 13 .h.. HS...cd..1. LLlntAd aocto: Inualid <
oooi 4 iF 72 E1 3B O6 OF 00 75 DB A3 *ffji..'zx.ré;...uﬁz | Byte order 3

oooi Cancel D4 IE 54 33 DB B2 DO 20 2B 02 ..4..... 2300, 4F @ Little enidiarrkD) Big endian
DO0Lwt v ~w o+ o == wo == 16 OF 00 8E €2 FF 06 16 D0 EB £F....... Eiy.. .8 e

DODD32464 4B 00 2B C8 77 IF B3 00 BB CD 14 66 23 CO 75 20 K.+Ewi,.»I.f#lu- ahowmtegerg.n hexadecimal b
ANAAZSA0N  £¢ o4 TD EA A9 Er A4 T 9 D4 WA S md T qm a4 s = ATATIRE -

Offset(d) 32328 Black{d); 32328-32331 Lengthid): 4 Ouerrite

18. As with the previous file system, there are many artifacts that can be unearthed but
will not be covered in this exercise. We will now review the final file system that this
lab will cover.
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4 Identifying File System Data in an exFAT Formatted Evidence File

The Extensible File Allocation Table (exFAT) file system is becoming very common. It is
like FAT but has a larger file capacity limit and can handle data better. As such, it is
important to understand how to identify exFAT volumes and learn where to locate their
file system artifacts. In this exercise, we will review the artifacts you can find in the
exFAT VBR.

1. Letus use HxD to review the FEF and read the data stored in the partition table. You
should still have HxD open. If not, reopen it and click the Open disk image option
from the Tools dropdown menu, as seen in items 1 and 2 in the screenshot below.

W D 1 - A %
File Edit Search View Analysis|NECIl Window Help
D@+ kHin@@- Fa b b seor 0z |
Special editors. x
Data inspector
144 » pl
| Invalid ~
Ini2 gote: Invalid B
Ulnt@ getor Invelid
Int16 goter Invelid
Uint18 ot Imehd
Int24 goto: [nvalid
Ulnt24 goto: |nvalid
Int32 goto Invelid
Ulnt32 gote:; [hvalid
Inted gote Invalid
Ulntsa gote Invalid
AnsiChar / chard t Invalid
WideChar / charlg_t Imvalid
UTF-E code point Invalid
Single (float32) Invalid
Double (floatbs) invalid
OLETIME Invalid .
FILETIME Invalid
DOS date Invalid
DOS time. Invafid
DOS time & date Invalid
time t (32 bit) invalid Y
Byte order
(®) Little endian O Big endian
[Show integers in hexadecimal base
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2. The Open disk image window will appear. Use this window to browse to This PC >
Desktop and double-click the folder Toolbox > Datasets > Lab5. This will open the
folder revealing 3 FEFs. Select the file called NDG exFAT Lab5.001 and click the Open
button as highlighted below. The NTFS image file will now be loaded in HxD.

-

5 Open disk image ®
M« Toolbox » Datwrets + Labs v )] seornian
“pecl editars *
Crganice « Now folder &
H o o Bata in:pectar
= Fictures e Mame

1
| Mo R Labs 0ot
Bl o5 WTFS Lass o0t

| WD HTFSLabs 00102

Autoruns for Windows

=20
cp

Lahi
Laba

=10

deft-H2-00

Magnet Process Capty

S Bl Lite endias () B endisn
Fila name: All Files (41 v )
[} Showintegers in hesadecimal b
Opien Canczl

3. Aswe did before, let us begin by reviewing the Master Boot Record (MBR — Partition
Table) in the first sector to locate the VBR. This means going to the first partition
entry located at offset 446. Since we will be using decimal to go to offset 446, we
will need to change the Offset base to decimal. To do this, click the View dropdown
menu option from the menu bar and hover over the Offset base option, then select
Decimal as highlighted in items 1, 2, and 3 below.

i) File Edit Search nly;i; Tools Window Help

- \ M | * % Adspt towindow width PW\';(ANS” v;‘ dec <144 F Pl Sector
I

| tes per row...
] NDG NTFS Lab5.00 Byesp

Text encoding

Gffaet (d q e B3 14 15 Decoded text
o 2 Offset base b Hexadecimal ¥ E_? = .
A Vilble eatiimng GIRZEN. |<5B.E.0G Sector O
BF RS - £ RS N
oo | Bytegmupsize M| Ol bo 0980 cariesesesseiess

Teolbars [0::80:.00, 89 00,89 00,89 =zsizizazizaiass
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4. Now let us use Go to to jump to offset 446. This can be opened by going to the
Search dropdown menu option in the menu bar and then clicking Go to from the
dropdown menu or pressing Ctrl+G. When the Go to window appears, type 446 in
the text box, verify that dec is selected, and then click OK as seen below.

Goto e

Offset;

() hex (@) dec act

Offset relative to
(@) begin

Cl current offset
() end (backwards)

e

5. Your cursor will be taken to offset 446. As we did before, highlight the 16 bytes after
the cursor, as seen in item 1 below. You can use the status bar at the bottom of the
main window to count the length of your selection, as highlighted in item 2 below.

& File Edit Search View Analysis Tools Window Help

JI@~H| WS g s [ | Windows (Ansi) < | dec M o194 4 B Pl Sectar
] MOGNTFS Lab3.001 5] NDG exFAT Lab3.001

Offsec(d) 90 91 02 03 04 95 96 97 08 08 19.11 12 13 14 15 Decoded text

7C 8B F4 50 07 iF FC 43AZBW. |«4P.P.4id Sectoxr 0
E 96 00 90, CT il i

85C 00

il 99,
i 09 00, 06 00, 09 80 00 00,00 00,09 00. 06 00. 00 .. Sector 1
Offset(d): 446 Block{d): 446-461 Overwrit
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the location of the VBR.

il

4INDG

6. Letus break it down to learn what type of file system the entry is referring to and

The highlighted value is 0x80 | 0x01 01 00 | 0x07 | OxFE 3F 04 | Ox3F
00 00 00 | 0x86 39 01 00

7. There is no difference between this entry and the NTFS entry because the 5% byte
that represents file system type is 07, which is used to represent both NTFS and
exFAT file systems. The starting sector of the file system (where the VBR is located)

is the same as before. When converted, it is 63. Let us jump to sector 63.

8. The table below provides the location of the artifacts based on their offset values for
the entire volume as well as for the sector. During this exercise, we will use data
from the Dec column to locate the relevant entries in sector 63.

Offset
Hex Dec
0x7EQ0 32256
0x7EO03 32259
Ox7EOB 32267
0x7E40 32320
0x7E48 32328
Ox7E6C 32364
0x7E6D 32365
Ox7E48 32328
OX7FFE 32766

11/01/2020

Universal
Offset

0x00

0x03
0x0B

0x40

0x48

0x6C

0x0D

0x64

Ox1FE

0

64

72

Len
gth
(Byt
es)
3

Name

Jump
Instructio
n

OEM ID
Must be
Zero

Partition
Offset

Volume
Length

Bytes per
sector
Sectors
per
Cluster

Volume
Serial
Number

Boot
Signature

Copyright © 2021 Network Development Group, Inc. www.netdevgroup.com

Description

Jump
instructions to
skip to boot code
field

ASCII - exFAT
Replace FAT
BIOS parameter
block

Sectors from the
start of the media

Total sector in
the volume

2N N=Value for
Bytes

2N N=Value for
sectors

Serial number of
the Volume

0x55 AA
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9. Since the calculations for this file system are the same, we already know that the
starting sector is located at offset 32256 in our FEF. Let us reopen Go to by clicking
the Search dropdown menu option and clicking Go to from the menu or typing
Ctrl+G. In the Go to window, type 32256 and click OK as highlighted below.

Goto X
Offset:

h pa2se|

(O hex ® dec Ooct

Offset relative to
® begin

O current offset
O end (backwards)

10. At offset 32256 (Sector 63), begin by highlighting the OEM ID. This is located at
offset 32259 in our FEF or the 3 byte from the beginning of the sector. Highlight
the following 8 bytes after offset 32259 to reveal the OEM ID as highlighted below.
As seen in the textual version of the highlighted data, the OEM ID is EXFAT, which
indicates that it is an exFAT file system.

Cffsst(d) ©0 Bl 02 ©3 B4 05 08 ©7 03 0D

45 58 46 41 54

;'\[T/ Unlike the other file systems, the next 53 bytes that follow the OEM ID
will always be 0x00 in exFAT.
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Goto

Offzet:

X

ERERT: |

() hex (@) dec

Offset relative to
(®) begin

() current offset
) end (backwards)

act

Cancel

4INDG

11. Now let us jump to the Volume length artifact. This is located at offset 32328 in our
FEF or the 72" byte from the beginning of the sector. To do this, let us reopen Go to
by clicking the Search dropdown menu option, and clicking Go to from the menu or
typing Ctrl+G. In the Go to window, type 32328 and click OK as highlighted below.

12. Let us highlight the next 8 bytes, as seen below. This value is represented as 0x86 39
01 00 00 00 00 00, which, when converted to decimal, is 80262. This indicates that
there are 80262 sectors. The size in bytes can be found by multiplying the number of
sectors (80262) by the sector size (512), which is equal to 41,094,144 bytes (41MB).

Cffset(d) 60 Gl O

11/01/2020

Decoded text
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13. Next, let us identify the volume serial number for this file system. This can be found
at the 100" byte from the beginning of the sector or offset 32356 in our FEF. Let us
use Go to by browsing to the Search dropdown menu on the menu bar and clicking
Go to or using Ctrl+G. Type 32356 and click OK. Now that you are at the offset 32356
(100t byte), highlight the next 4 bytes as seen below.

) HxD - [F\Upwork ) GD Course\Lab 5 - Partitions and File Systems\DatasetiDDANDG exFAT Lab3,001] - O X
& File Ed>tﬁg: Analysis Tools Window Help - HIX
] @& ¥ |~ Find Ctri+F  Hows (ANSI) || dec Mo l4 4 B bl Sector 63 |2{ of 251,904
= . 4on Replace.. Cul+R =
] NDG NTFS i = | Special editors x
Offsscid Find again (reversed)  Shift+F3 ;E 0510 11 12 13:139 15 Decoded texc A | Datainspector
SEEEeE s 144 b bl
Binary (8 bit) 11100100 ~
Int& gote -1C
Ulntg goto: E4
Int16 gotoe: 6E4
Ulnt1g goto: 6E4
Int24 goto: -3AF91C
Uint24 goto CSOGE4
Int32 ot 7CC306EA
Intéd gote
Ulnted goto
| AnsiChar / char8 t H
) hex @) dec Coct WideChar / charlf_t 5
R UTF-8 code point 1st continuation byte invalid
%ﬁ;:;i':‘a""m Single (float3z) 8,18417791682029E36
2 Double (floathd] Irvalid
() current offset OLETME
() end (backwards) HLETIVE =
DOS date 1983-07-04
ol QK I Cancel DOS time 12:55:08 AM

Eny key to resta DOS time & date 2042-06-05 12:35:08 AM
Tt ; time t (32 bit) 2036-03-01 8:38:00 PM e

Byte order
(@) Little endian () Big endian

Show integers in hexadecimal base

]

YYYYYYYYYYYYY,

o nf

4E EQ 43 FF €€ 5 TPeFeRUENTRIT. . Seczor €2 Y

Block{d): 32336-32359 Length(d): 4 Ovenwrite

Offset(d): 32356

_'\U\/ The volume serial number is created when the drive is formatted and
— can be used to determine if files were ever stored on the drive. These

— bytes represent the volume serial number and are stored in little-
endian. When converted, the volume serial number will read 7CC5-
O6EA4.
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14. Now, let us use Go to again to go to the bytes per sector artifact. This can be found
at the 108" byte from the beginning of the sector or offset 32364 in our FEF. Reopen
Go to by browsing to the Search dropdown menu on the menu bar, and clicking Go
to or using Ctrl+G. Type 32364 and click OK. You will be taken to offset 32364.
Highlight the byte that follows the cursor as highlighted below.

2 rie caic ERRERI Analyss Toos Windon Hep

1@~ byl /' ind Ctrl+F  Hows (ANSI) || dec 14 4 B Pl Sector 63 3| of 251,904
Replace... Ctrl+R

Find again F3
Shift+F3

1L
] MDGFATL ™

Cffsec(d Find again (reversed)

08 19 11 12 13 14 15 Decoded text

000082304 00
000082320
000082336

1B {3 | ~Lo| “BeaUL
cri. GU%ucsh.top.
N BT TR SR
.5.m|£OALRFEL, ..
5.1 | F0RESFOE; 8
| £@».~. . £PER. £X
£@w.€2..24.FP e

Crhex @) dec Croct g 68

Offset relativeto B 74 QOE 24 ©
®) begin 5 CD 16 L.I.ei ogreeiiose
g

(O current offset P ax fj.'fp'é.ﬂ'" =B

Y end (backward £-58 66-5 5 =€5.0|c¢0l.EXERLX

Qe (backwards) b 75D :  fX¥fari. *@ERIufAf
b & ‘ima.t..I.falBB.
g O 0.0.T.M.GiR...Re
2] 74 move disks or ot

her media.y..Dis
k errory..Press
any kKey Co resta

90 F
900032752 3 AL SUTTVVUTITYLCCUR
Offset(d): 32364 Block{d); 32364-32364 Length(d: 1 Ovenwrite

— value in the VBR. The value highlighted below is 0x09 or 9 in decimal,
2 to the power of 9 is 512 as such the number of bytes per sector on
this volume is 512 bytes.

[ 0 The exFAT file system stores the sector size as 2 to the power of the
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15.

16.

17.

Next, let’s determine the number of sectors per cluster. This is located at offset
32365 in our FEF or the 109" byte from the beginning of the sector. This means, it is
right beside the bytes per sector above. Let us highlight the value. As seen below,
the value is 0x03 or 3 in decimal. As with above, the calculation is done by raising 2
to the power of the highlighted value. In this case, the equation is 2% which is equal
to 8.

Offset(d) ©0 0l g2 @
& 41 54

00 86 3% 01 00 00 OO
¥ i (513 ]

WO Mmoo
1
o
o
I

00 D1l & I 8E D%  wuwuwu JIEZNZAZU
1& 6F 7C Be 41 BB AR 55 CD WB{%.|".c| "Ax*UI

33 % BE Inl

S oo
(RN o B B )
I
[¢]

1
(=]

[_'\U‘/ This means that there are 8 clusters per sector in this volume.

— Combining this value with the number of bytes per sector can provide

— the cluster size for the volume. In this case, 512 bytes per sector * 8
sectors = size of each cluster 4096 bytes.

As with the previous file system, there are many artifacts that can be unearthed but
will not be covered in this exercise.

The artifacts you unearthed in this lab can help you get a better understanding of
the way data is stored on a drive and determine its structure. Many technical users
manipulate the logical volumes to hide data. Mastering this part of the analysis will
give you a head start in detecting these attempts and successfully investigating the
dataset.
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o H

i Fife Edit Search View Analysis Tools Window Help
R ‘ B3~

& NDG exFAT Lab3.001

= 16 [l | Windows (ANSH)

] NDG FAT Labs,001

Offset(d) 00 01 02 03 04 05 06 07 08 0% 10
EB
09
oo
00
3F
:h

05

58 48
o0
oo
00
oo
50
E2

41
09

20 20

00

BC B
i3 c1
02 53
oo 48
00 89
Tc 50

13
5D
00
a7
&0
B2
(13
&0
4F
&D
&8
&8
€1

B

11/01/2020

00 o

11 12
a0 00
09
09
00
09

o]

PR VI 0 T OO T P T

Decoded text
Ev.EXFAT

-3EZR

il &

o
R
-
B |&

DOffset:

14 4 b b| Sector

€
AZ0

1B {%. | “ .ol B»eUi
i, G0%ucdh it b,
S [EP et JEXE: -

(O hiex (@) dec

Offset relative to
(® begin

() current offset
(D end (backwards)

(D oet

o[

Tt

VYVVVVVYVVVVYVYY

any key to resta

-V¥

. fEpEFi.fPEFE. F¢

4INDG

18. Now that you are done, close the Go to window and the HxD program by clicking the
X at the top-right corner as highlighted below.

el

-lE X

Special editors x

ol ‘ Data inspector

‘ Intd goto:

| Ulntgo te;

| Int16gg to:

| Uint16g to:

| Int24ge to;

| Ulnt24g to:

| Int32ge to:

| Ulnt32p te:

| IntBdgo to:

| Ulntdg te:

| AnsiChar /1

| WideChar /

| UTF-2 code

| Single {floai 0

| Double flo: 0

| OLETIME  1892-12-30

| FILETME  1601-01-01

| DOS date | [nvalid

| DOStime  12:00:00 AM

| DOS time & [rrealidd

| time £ (32 b 1970-01-01

| time t (64 b 1870:01-81

| GUID {000DDO00-(
i ¥

cooooooooo

(L+0000)

- Byte arder
(@) Little endi(") Big endiar
ba ] Show integers in hexadec

Overwrite
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