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Introduction

Forensic artifacts can be found in many areas of the Windows operating system. The
registry hives are a hierarchical database that stores user settings and configuration
data from installed software. The registry files hold some of the most valuable artifacts
that can be used to identify user activity. The data can also be correlated with files
found on the source device or other related evidence items.

Objectives

Identify the location of the most common registry files

Learn what type of data each one stores

Learn how to parse them

Understand how to corroborate findings in the registry with files on the source
device

1/14/2021 Copyright © 2021 Network Development Group, Inc. www.netdevgroup.com Page 3
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Lab Topology

LAN
172.16.16.0/24 .10
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The information in the table below will be needed to complete the lab. The task sections
below provide details on the use of this information.

Virtual Machine IP Address / Account Ffassword
Subnet Mask (if needed) (if needed)
Caine 172.16.16.30 caine Trainlng$
CSl-Linux 172.16.16.40 csi CSi
DEFT 172.16.16.20 deft Trainlng$
WinOS 172.16.16.10 Administrator Trainlng$
1/14/2021 Copyright © 2021 Network Development Group, Inc. www.netdevgroup.com Page 5
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1 Find Out How to Manually Locate Windows’ Registry Files

Not many cyber forensic examinations are performed without the assistance of data
found in the registry files. This lab will explore the six most common registry hives, how
to find them, and show you how to extract data from each of them. These registry files
are called SAM, SECURITY, SYSTEM, SOFTWARE, NTUSER.DAT, and UsrClass.dat. We will
get into their details in later exercises. For now, the important thing to note is that the
SAM, SECURITY, SYSTEM, and SOFTWARE registry files contain data for the entire
system and for all users. Alternatively, there is an NTUSER.DAT and UsrClass.dat file for
each user account on the operating system. Now, let us find out where the files are
stored in Windows’ folder structure.

1. To begin, launch the WinQOS virtual machine to access the graphical login screen.
a. Select Send CTRL+ALT+DEL from the dropdown menu to be prompted with the
login screen.

Undock

O Actual Size

Scale Display

# Power On

¢ Power Off

b. LoginasAdministrator using the password: Training$
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2. Once you are logged into the VM, launch the FTK Imager program from the windows
menu by navigating to Start Menu > AccessData > FTK Imager. Alternatively, you
can open FTK Imager from the Desktop by clicking the icon called AccessData FTK
Imager:

Goagle Cheame

Mogzilla Firefox

Nmap

Notepad++

o .| e O T
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3. You should already be familiar with FTK Imager from our previous labs. In this
exercise, we will learn how to navigate to the registry files’ locations using some
preconfigured Forensic Evidence Files (FEF). Let us begin by loading an FEF. To do
this, click the File menu option to open the File dropdown, then click the Add
Evidence Item option from the dropdown menu. It is the first item on the menu, as
highlighted below.

Q AccessData FTK Imager 3.1.1.8
Fie §View Mode Help

Y Add Evidence Ttem.., B Hax .

6§ Add Al Attached Devices File List

& Image Mounting... Name | Size | Type | Date Modified

Remove Evidence Item

Remove Al Evidence Items

o

Create Disk Image...

Export Disk Image.

Decrypt AD1 image...

Verify DrivefImage...
wm  Capture Memory...
[@ Obtain Protected Files...

o] Gk | pemovel | |
Custom Conte...

For User Guide, press F1

4. You will be brought to the Select Source window. Let us select Image File and click
Next as highlighted below.

Telpct Touece x

q Flease Sefect ibe Soune Evidence Type
{3 Pryrcal Dinve

{1 Logical Dive

) Image Fiie

i Camvents of = Foider
{lpgeal fedewed ansipsiz ol escloder defeied unaliocaled, eic |
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5. In the Select File window, click Browse highlighted in the screenshot below. This will
open the Open window, which will allow you to browse to the appropriate FEF.

Select File

Evidence Source Selection

Please enter the source path;

<o

Cancsl Help

6. You are now at the Select File window. Browse to This PC > Desktop and double-click
the folder Toolbox > Datasets > Lab4. This will open the folder revealing the FEF called

C Drive.EO1. Select the file called C Drive.EQ1 and click the Open button as highlighted
initems 1 - 7 below.

Autoryns for Windows!

| Datasets )

!

File rarne: |c drive.EQ

v| A1 Files (4

Fl open X
e v <« Desktop: » Toolbox » Datasets » Labd I v search Labd P
Organize = Mew falder =~ @ @

mp > MNarfe ’ Date modified Typs i

B Deiktop 9 6 G/2T/20004:298M  EO1 File I,
3 = c drive.E0T bt 6/26/2000 850FM  Test Docurment

1/14/2021

Copyright © 2021 Network Development Group, Inc. www.netdevgroup.com

Page 9



Lab 04: Registry Forensics IIII NDG

7. Review the source path of the file called C Drive.E01. In the Select File window, click
Finish highlighted in red in the screenshot below. This will take you back to the FTK
Imager’s main window.

Se|ect File x

Evidance Soucs Selaction

Flease ented the somce path
ﬂ |C:\Usere\Adminitraton DeskiophT oolbos\D ataests\Labab!

! Brovesa l

< Back Firizh Cancel Help

8. If you did everything correctly, you will now be back at FTK Imager’s main window
with C Drive.E01 listed under the Evidence Tree Pane. From the Evidence Tree pane,
click the tree item C Drive.E01 highlighted below. This will select the image you are
going to peruse.

o)l AccessData FTK Imager 43.0.18 - O

File View Mode Help

aasaa 04 =>m Bl OE@E[*ER T .
Evidence Tree | |File List
[ o dive.ED1 Narme Size’ Type Date Modified

Properties H

Far User Guide, press Fi [T .::NUM::.
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Lab 04: Registry Forensics

Windows.

4INDG

9. We will now browse the FEF and view its contents. To begin, click the + sign beside
the hard drive you added called C Drive.EQ1, as seen below. This will expand the tree
and display the partition on the drive. Now that you can see the partition, let us
learn how to identify the operating system files on a normal installation of Microsoft

r.;] AccessData FTK Imager 4.2.0.18
File View Mode Help

agsas dE =m B 9
Evidence Tree

c dljmf&?ilﬂw....__. 3
@ T [NONAME [NTFS] i_

| |File List

MName

Properties
Gl A
S

g
g

OE

(i

& P

E

i

T

Size Type

Date Modified

Properties

Far User Guide, press Fi

[ ]|

1/14/2021
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10. You will now be presented with the file system that is being used on the partition.
The file system in the screenshot below is called NONAME [NTFS], which indicates
that the partition uses the New Technology File System (NTFS) file system. Let us
expand the partition by clicking the + beside NONAME [NTFS]. This will reveal three
folders. The first folder is the orphan folder, and it contains deleted files that were
recovered but have no parent folder. Next, there is the root folder that contains the
operating system. The last folder is called unallocated space and represents free
space as files. Let us expand the folder called root by clicking the + sign beside it.

) AccessData FTK Imager 4.3.0.18 - O x
File Wiew Mode Help

a@% g diBae-~mps DB@R®RE 2.

Evidence Tree | |File List b
1] c drive.EQT Mame Size Type Date Modified
28Tz NONAME [NTFS]
) [orphan] 0 Folder (Placeh,..
% [root] 1 Directory 2014-11-12 2:37:06 AM
[unallocated space] 0 Unsllocated Sp...
| | backup boot sectar 1 Filesystem Met..,
o || file systern slack 1 Filesystern Slack
~+D) 5-1-5-21-2075819833-1862837728-626257722-1613

~-l8 S$Securs

[® SUpCase

) (BHKS)DEN 4udsC.

i) Documerts and Settings
=) Program Files

ECYCLER

wstem Volume Information
Walipaper

WINDOWS < >

nallocated space]

-.d3xfE.-.a5-m- B0 1mt
= Be U I r-{i0Pugh-gp- As
Prupertrrs X ceeBg>e-eeigaTBeoge-obi-
R P Y% R (I S A

S| A
e £

w--1-23k- A disk read
B File System Information A rror ocecurred-- -NTLDR 1s missing---NTLDR is compressed---Fress Cirl
ChidarSize +M|:,+Del TO. TESLAPT - - s-cmso-msmee IE A T L DR - +6-T 23 -0 --8

Cluster Count
Free Cluster Count
Dirty Flag

I Volume Senal Number

- .£B
= I el-fi:-Tn--- L%~ --f0
Properties| - [ Intz sxt | torr tent = ‘ Cursor pos = 0; dus =D;‘I‘Ug sec=10

Add selected file(s) and/or folder(s) to Custorn Content Image (AD1) [rauma [
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11. As we saw in the last lab, this root directory contains the Microsoft Windows
operating system files and is represented as the C:\ drive in Windows File Explorer.
The first registry file we will locate is the NTUSER.DAT file. As mentioned earlier,
there are NTUSER.DAT files for each user account. In practice, it is always best to
capture all the registry files available. In this exercise, we will only identify the
NTUSER.DAT file for the IEUser account. Begin by clicking the + sign beside the
Documents and Settings folder as highlighted below.

=) c drive.E01
ol
1 orphan
=42 [root]
ke $BadClus
+-{2) SExend
=J-{) SRECYCLE.BIN
i) S-1-5-21-2075819833-1862837728-625257722-1613
fe sSecure
be SUpCase
) (8HkS)b6}1'4xdsC,
E_‘)I Documents and Settings I
1) Al Users
i) Default User
e
{0) LocalService
{0 NetworkService
+-{2) Program Files
+-{) RECYCLER
i) System Volume Information
+-{) Wallpaper
+-{) WINDOWS
{0 [unallocated space]

) [F - F )

_'\[T/ The folder that contains user data is called Documents and Settings in
— editions of Microsoft Windows XP and earlier versions of the Microsoft

— Windows operating systems. Since Microsoft Windows Vista, the
Documents and Settings folder has been renamed to Users.

1/14/2021 Copyright © 2021 Network Development Group, Inc. www.netdevgroup.com Page 13
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12. Now that you have expanded the Documents and Settings folder, you will see the list
of user folders bearing the name of their associated user. The NTUSER.DAT file we
are after is stored in the root of the IEUser folder. To access it, click the IEUser folder
as seen below; this will reveal its contents in FTK Imager’s File List pane.

[l AccessData FTK Imager 4.3.0.18 - m]
Eile  View Mode Help
a9 g EB-EBa ~m Bl OBL[EEE 2
Evidence Tree 5 ||File List
Name Size Type Date Modified
.gstreamer-0.10 1 Directory 2014-11-12 7:33:17 AM
Application Data 1 Directory 2014-1-12 11:12:35 AM
Cookies 1 Directory 2014-11-12 12:00:32 PM
Desktop 1 Directory 2014-11-12 12:32:32 FM
Favorites 1 Directory 2013-11-03 3:27:59 PM
|IECompatCache 1 Directory 2013-11-03 10:37:435 PM
-3 (BHKS)BE) 1 4xdsC, |[ETidCache 1 Directory 2013-11-03 5:27:56 PM
=) Documents and Sedtings Local Settings 1 Directory 2012-10-12 1:37:14 PM
My Documents 1 Directory 2014-11-12 7:3%:44 AM
NetHood 1 Directory 2014-11-12 £:43:36 AM
2012:10-12 137
D TooaSemce Pn.ntHuud 1 Directory 2012-10-12 1:37:14 PM
() Network Service PrivaclE 1 Directory 2013-11-03 10:37:33 PM
-2 Program Files Recent 1 Directory 2014-11-12 12:0%:46 PM
-) RECYCLER ! 0030 06 00 00 OL 00 00 1600 00 0L 00 08 800~~~
System Volume Information 16|10 00 50 GO 22 00 a0 00 0o 01 00 O | (===
Wallpaper 32|00 00 00 @0 00 0o & 00 00 00003 00 QO3 00| -- e
I ) WINDOWS 48|00 00 00 00 00 Q0
+-i ) [unallocated spacs]}
s |
|
A
MName
File Class
File Size
Physical Size
Date Accessed
Date Created
Date Modified
Encrypted Fa
| mm—— i =i
Praperties| e Valis | Cu t 50 e
For User Guide, press F1 [ [Num|
1/14/2021 Copyright © 2021 Network Development Group, Inc. www.netdevgroup.com Page 14
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13. The File List pane will show all the IEUser’s user files and folders. Normally the
folders are shown first and the files after. Let us scroll to the bottom of the file list to
see the files. You can scroll by placing your mouse in the File List pane and spinning
the mouse wheel down or by clicking the down arrow highlighted in red. Scroll until
you see the highlighted files below. The file labeled 2 called NTUSER.DAT is the
registry file. The other file 3 is the transaction log file; It stores data that has been
changed or deleted from the NTUSER.DAT registry file.

Pl AccessData FTK Imager 43.6.12 — m] b4
Eile  View Mode Help
ae%ea dHE m B OBRD[EEE T
Evidence Tree = | |File List
=) c dive.EDT Name Size Type Date Modified Ly
=-[8 NOMAME [NTFS] i . .
) forphian] PrintHood 1 Directory 2012-10-12 1:37:14 PM
B3 froat] PrivaclE 1 Directory 2013-11-03 10:37:33 PM
[z SBadCius Recent 1 Directory 2014-11-12 12:0%:46 PM
-0 $Bdend SendTo 1 Directory 2012-10-12 8:47:12 PM
E-L] SRECYCLEBIN Start Menu 1 Directory 2012-10-12 1:37:14 PM |
E ;E;g:e Templates 1 Directory 2012-10-12 2:41:03 PM i
A3 (BHKS)BEN UxdsC, UserData 1 Directory 2012-10-13.8:14:09 PM
= Documernts and Settings 4 NTFS Index All..  2014-11-12 T:33:17 AM
TUEER._D&TJ 1,280 Regular File 2014-11-12 T-42:58 PM
| SER,DAT FileSlack @? 40 File Slack
F: NTUSER.BATLOG j" = 1 RegularFile 2014-11-12.8:10:47 PM |
() Network Service TUSER. DATLOG FileSlack 91 File Slack ﬁ_;sr-\ »
Program Files 1| ntuser.ini 1 Regular File 2014-11-12 12:33:01 PM A
RECYCLER
i”:;?:p‘:h‘me Infomation regfdUuN}; bl P and Settings\IEUser\ntuser.datc.ABDIRTVIVVy
WINDOWS
w7 [unallocated space]
Properties #
24
=] ~
MName
File Class
File Size
Physical Size
Start Cluster
Date Accessed
Date Created
Date Modified
I bl
Properties| 1o
For User Guide, press F1 _NUM.

0 In practice, you should export the NTUSER.DAT file and any
— ntuser.dat.LOG™ files to ensure you have the most complete data
" set.

1/14/2021 Copyright © 2021 Network Development Group, Inc. www.netdevgroup.com Page 15
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14. To export the NTUSER.DAT and its associated log files, highlight them. This can be

done by holding the Ctrl key and left-clicking on each of them. An example can be

seen below.

Copyright © 2021 Network Development Group, Inc. www.netdevgroup.com

el AccessData FTK Imager 4.3.0.18 - m]
Eile  View Mode Help
gg%cg@-lBess ~m B OB [EER T .
Evidence Tree = | |File List
=+ cdive E01 Narme Size Type Date Modified
=-T& NONAME [NTFS] . . 1
') forphan] PrintHood 1 Directory 2012-10-12 1:37:14 PM
-3 froat] PrivaclE 1 Directory 2013-1-03 10:37:33 PM
-f& $BadClus Recent 1 Directory 2014-11-12 T2:08:46 PM
SEdend SendTo 1 Directory 2012-10-12 8:47:12 PM
::ECYCLEE‘“ Start Menu 1 Directory 2012-10-12 1:37:14 PM
$UpCase Templates 1 Directory 2012-10-12 241:03 PM
T A ] UserData 1 Directory 2012-10-13 8:14:09 PM
Documents and Settings | 4 NTFSIndex All.. 2014-11-12 T:3%:17 AM
—) Al Users ; 1,280 Regular File 2014-11-12 T:4&:58 PM
EEMW | NTUSER DAT FileSlack 40 File Slack
Qe | S
T [l NTUSER DATLOG T RegulasFie 2014-11-12 8:10:47 PM
{5 Network Servioe [T NTUSER DATLOG FileSlack 91 File Slack
Program Files 1] ntuser.ini 1 Regular File 2014-11-12 12:33:01 PM
RECYCLER
i”:‘f‘“ Velume: Infamation regf0Uni}; ‘b1 F and Sectings\IEUser\ntuser.datc.AeDIRTYVIVY
ipaper
WINDOWS
+-i ) [unallocated spacs]}
Prnpert;&s %
A
MName
File Class
File Size
Physical Size
Start Cluster
Date Accessed
Date Created
Date Madified
v
T |
Properties 7. Vi .7 o =|
For User Guire, press F1 | llNum |
-U . . . . . .
If this were a Live Examination, we could not export most registry files

from a live system using FTK Imager’s export function (or copying the
— files in Windows File Explorer).
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15. Now that they are selected, let us export them. To do this, right-click on one of the
highlighted files and select the Export Files... option from the context menu that
appears as highlighted below. This will bring up the Browse For Folder window.

|_J NTUS @ Add to Custom Content Image (AD1)

1] ntusermmr

File Slack
Regular File

2014-11-12 12:33:01 PM

Pl AccessData FTK Imager 43.6.18 — m] b4
Eile  View Mode Help
a@ecag@HiBe =m B 0B [HEE 2.
Evidence Tree Pl Fite List
= c dive.EDT Hame Fpe Date Modified ~
PrintHood Directory 2012-10-12 1:37:14 PM
PrivaclE Directory 2013-11-03 10:37:33 PM
Recent Directory 2014-11-12 12:08:46 PM
| - $Eaend SendTo Directory 2012-10-128:47:12 PM
B ‘E:' gEC“:LEEW Start Menu Directory 2012-10-12 1:37:14 PM
& $UnCase Templates Directory 2012-10-12 841:03 PM
-2 (BHKS)BEN xdsC, UserData Directory 2012-10-13.8:14:09 PM
=23 Documernts and Settings 1538 MNTFS Index All..  2014-11-12 T:33:17 AM
ﬁ NTUSER DAT: RegularFile 2014-11-12 7:48:58 PM
[ wrus] Export Files.. File Slack
B =] Export File Hash List... Regutar File 2014-11-12 81047 PM

| E-D RECYCLER
-4 System Volume Information
| B Walipaper
| - WINDOWS
=) lunallocated space]

Properties # i

MName ITUSER BATLC
File Class

File Size

Physical Size

Start Cluster

Date Accessed

Date Created

Date Modified

o i

Propeﬂies-_..-T--.-_ rerpreter | Custorm Contert Sources |

Listed: 23 Selected: 2

regfUUsN}; b P and Settings\IEUser\ntuser.datc. ABDIRTVV iy

[ Jinuma]

16. In the Browse For Folder window, navigate to the (E:) drive labeled Evidence

Repository and click the Make New Folder button.

Brawse For Falder X

Select the destination folder

£ Dovimloads A |
J‘ Music
| Pictures
m Videos
o Floppy Disk Drrve (4:)
e Local Disk(Cy)
D DD Direve (0)

I - Eviclence Repoiitnry{E:)I

Mt (-

Faldsr: | Evidence Repositary (E!)

1/14/2021
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17. Name the folder For_LAB_004 and create another folder within it by clicking on the
folder you just created and click the Make New Folder button again.

Browse For Falder

S2lpst the destination foldsr

J Music

=1 Pictures

[ Videos

o Floppy Disk Drnve )
e Locai Disk (T

= DVD Drve (D

- Bwrdence Repository (B

Clata (F-1

Ealdsr: | FOR_LAB 004

Maka New Foider

Cancel

18. Name this new folder registry Files and then click Make New Folder to make one

final sub-folder to identify the user that this file came from.

Hrawse For Falder

S2lect the destination foldsr

=] Pictures

[ Videos

o Floppy Disk Drive (A

e Locat Disk (C)

o OVD Dreve (O)

= Ewidence Repository (E)

FOR_LAE 00
Registry_Files

Fiata fF-4

Falder: | Registry_Fies

| pake hiew Foider

1/14/2021 Copyright © 2021 Network Development Group, Inc. www.netdevgroup.com
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19. Name the final folder 1Euser and then click OK; this will export the NTUSER.dat file
to the specified folder for further analysis.

Browvse For Falder X

Select the destnation foldsr

W videss -
- Floppy Disk Dirve (2

i Local Disk (C5)
o DND Drvge ()
- Cuidence Repository (B
FOR_LAE 00
Reqistry_Files

Mata (F4

Faldsr: | 1ELser

concs

20. Now that you have exported the NTUSER.dat file. This will bring up the Export
Results window. Click the OK button again to close the window and let us continue
to learn where to find these files.

| Expart Results x

‘!

Ofalder(s) and 2 file(s) exparted successfully.
TA1744 bytes copigd,

QK

/ Each export performed will prompt a confirmation. Simply
click out to continue.

21. The next user-specific registry file is the UsrClass.dat file. This file contains, among
other things, Shellbags, which are a set of registry keys that store configuration
settings for Windows File Explorer. Shellbags store information about the size and
positions of File Explorer windows and can help determine different folders that a
user navigated and provide dates and times that they were accessed.

I’ _‘U\/ Since we are examining a FEF, we can export the registry files by right-
clicking on them and selecting Export Files. Remember, this is not
possible when examining a live system, however, the only hive that
can be exported on a live system is the UsrClass.dat.

1/14/2021 Copyright © 2021 Network Development Group, Inc. www.netdevgroup.com Page 19
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22. The UsrClass.dat file is in a subdirectory within the user’s AppData folder. To get to

this registry file, we need to navigate to Documents and Settings> IEUser > Local
Settings > Application Data > Microsoft > Windows by clicking the + sign beside the

folders as highlighted in 1,2,3,

and 4 below.

el AccessData FTK Imager 4.3.0.18 - a
File View Mode Help
aascad-lBs m B OEaHEER P,
Evidence Tree % | File List X
-6 c dive.E01 A Name Size Type Date Modified
=-k NONAME [NTFS] , )
£ forphan] ;,;1 UsrClass.dat 256 Regular File 2013-10-31 9:24:53 PM
=5 froot] |_] UsrClass.dat.FileSlack 248 File Slack
ke sBadClus |] UsrClass.dat.LOG 1 Regular File 2014-11-12 7:35:36 PM
- SExtend [7] UsrClass.dat.LOG FileSlack 7 File Slack
#-{2) SRECYCLE.BIN
T sSecure
Lﬂ SUpCase
{2 (8HkS)b6)1'4xdsC. 1
5]
-4 Al Users
#-{2) Default User
=) TEUser
2 =) gstreamer-0.10
[#-{2) Application Data
{2 Cookies
-0 Desktop 000(30 00 00 00 01 00 00 00-00 10 00 00 01 00 00
-2 Favorites 01610 00 00 00 78 01 00 00-7¢ 01 00 00 00 00 00
{2 IECompatCache 03226 29 00 00 00 00 01 00-70 00 SA 00 00 00 00
o) |ETIdCache 3 04825 29 00 00 00 00 Ol 00-62 2C 10 CO BA AS CD
1§ Local Settings § 064 |DC 65 DO A3 7F D6 CE 01-2D 3B B3 SF E7 D8 CE
=) Application Data 080 |D8 09 41 DS AF FE CF 01-00 00 04 00 00 00 00
=2 Microsoft 09600 00 04 00 00 00 00 00-22 00 00 00 00 00 00
{22 CD Buming 112|0C 03 55 00 73 00 72 00-43 00 €C 00 &1 00 73
- Credentials 128|73 00 2E 00 64 00 €1 00-74 00 00 00 00 00 00
@-E Feeds 144|27 29 00 00 00 00 01 00-78 00 €2 00 00 00 00
- Feeds Cache 160|25 29 00 00 00 00 01 00-62 2C 10 CO BA A8 CD
& HeloCrr 176|32 €C 43 DS AF FE CF 01-32 6C 43 D5 AF FE CF
-5 Intemet Explorer 192|Dg 09 41 DS AF FE CF 01-00 20 00 00 00 00 00
T 2= Meda P 20800 04 00 00 00 00 00 00-22 00 00 00 00 00 00
4 L : iy 22410 01 55 00 73 00 72 00-43 00 6C 00 €1 00 73
) 24073 00 2E 00 64 00 €1 00-74 00 2E 00 4C 00 4F
i w ndows Meda 256 (47 00 00 00 00 00 00 00-27 29 00 00 00 00 01
-0 History 27270 00 SA 00 00 00 00 00-25 29 00 00 00 00 01
@) Temp v |288|62 2C 10 CO BA A8 CD 01-32 6C 43 D5 AF FE CF
[Properties « ||304|32 6c 43 D5 AF FE CF 01-D8 09 41 DS AF FE CF
320|00 20 00 00 00 00 00 00-00 04 00 00 00 00 00
336|22 00 00 00 00 00 00 00-0C 02 55 00 53 00 52
.|352 |43 00 4C 00 41 00 7E 00-31 00 2E 00 4C 00 4F
$ || 36|47 00 00 00 00 00 00 00-00 00 00 00 00 00 0O
132410 00 00 00 02 00 00 OO-
Properties Icursor pos =0
For User Guide, press F1 NUM Y
Copyright © 2021 Network Development Group, Inc. www.netdevgroup.com Page 20
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23. You will find the UsrClass.dat file in the root of the directory called Windows
highlighted below. Click it to view its contents in the File List pane. The UsrClass.dat
file and the associated transaction log files will appear. Now, let us export the
UsrClass.dat and associated files. To export the UsrClass.dat and its associated log
files, highlight them. This can be done by holding the Ctrl key and left-clicking on
each of them. An example can be seen below, highlighted in items 1 and 2.

Fadl AccessData FTK Imager 4.3.0.18 - a
File View Mode Help
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Evidence Tree % | |File List X
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IETIdCache 04825 29 00 00 00 00 01 00-62 2C 10 CO BA A8 CD
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2-E Feeds 144|27 29 00 00 00 00 01 00-78 00 62 00 00 00 00 SRTEE & JERE
£ Feeds Cache 160 (25 29 00 00 00 00 01 00-62 2C 10 CO BA A8 CD 01(%)------b, -A°"i
© HeloCrr 176 |32 €C 43 DS AF FE CF 01-32 €C 43 D5 AF FE CF 01 [21c§ bl -21c57pt
50 Intemet Explorer 192|Dg 09 41 DS AF FE CF 01-00 20 00 00 00 00 00 00|@-AGpi-- ------
3 Modia Player 20200 04 00 00 00 00 00 00-22 00 00 00 00 00 00 Q0| -------- M
224(10 01 55 00 73 00 72 00-43 00 6C 00 €1 00 73 00|--U-s-r-C-l-a-s-
240|73 00 2E 00 64 00 61 00-74 00 2E 00 4C 00 4F 00|s-.-d-a-t-.-L-O-
- Vindows Media 256 (47 00 00 00 00 00 00 00-27 29 00 00 00 00 Ol 00 |G- ------ L REEEE
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Properties Cursor pos =0
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highlighted files and select the Export Files... option from the context menu that
appears as highlighted below. This will bring up the Browse For Folder window.

4INDG

24. Now that they are selected, let us export them. To do this, right-click on one of the

Fl AccessData FTK Imager 43.0.18
File View Mode Help

RS ag B s

Evidence Tree
&) ¢ drive.E01
=-h8 NONAME [NTFS]
{2 [ophan]
-0 froot]
T& $BadClus
@#-{2) SExtend
- SRECYCLEBIN
T& SSecure
T sUpCase
{2 (BHKS)b6}4xdsC.
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-2 All Users
-2 Default User
=+ IEUser
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#-{2) Application Data
{2 Cookies
#)-{0) Desktop
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{2 IECompatCache
{2 IETidCache
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=) Application Data
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{22 CD Buming
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@) Temp
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-2 Windows Media
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gl File List
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[E] Export File Hash List...
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<>
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NUM

25. Navigate to the (E:) drive labeled Evidence Repository and save the registry file in the
location FOR_LAB_004 > Registry_Files > I[EUser > and click the Make New Folder
button, highlighted in item 1. Name the folder usrciass as shown in item 2 and then
click OK as highlighted in item 3. This will export the UsrClass.dat file to the specified
folder for further analysis.
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- DWD Drive (04)
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7w Dataifs)
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26. Let us continue to the remaining registry files. These are the universal registry files
called SAM, SECURITY, SYSTEM, and SOFTWARE, and they are all located in the same
folder. We must do some backtracking to get to these files. First, let us contract the
folders we previously expanded just to make the folder tree easier to navigate. Do
this by scrolling up in the Tree Pane until you see the Documents and Settings folder.
Click the - sign beside the Documents and Settings folder to contract the folder tree

as highlighted in item 2 below.

ﬂ AccessData FTK Imager 4.3.0.18
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27. Now that the folder tree is contracted, we can see the folder called Windows that is

in the operating systems root directory as highlighted below. Click the + beside the
Windows folder to expand it.

['] AccessData FTK Imager 4.3.0.18
File View Mode Help

a8 g B a m B OE
Evidence Tree X

=) c drive.E01
=-h2 NONAME [NTFS]
{2 [orphan]
=40 [root]
T $BadClus
#-{2) SExtend
- SRECYCLE.BIN
T SSecure
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=}-{2) Documents and Settings
#-{) All Users
#)-{2) Default User
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-2 Program Files
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i) System Volume Information

)

(-4 (al
=] WINDOWS
{2 [unallocated space]

28. The Windows folder has many files and folders. The folder that contains the registry
filesis in the System32 folder and may require scrolling down to see it. Scroll until you
see the System32 folder and click the + sign beside it, highlighted as item 2 below.

)l AccessData FTK Imager 43.0.18
Eile View Mode Help
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For User Guide, press Fi
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29. The System32 folder is another folder that has many files and folders. We are
looking for the folder called config. To get to it, you may need to scroll down in the
File Tree pane. Once you see the config folder, click it as highlighted below.

) CatRaat
) CatRoot2

0
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30. Now, let us look in the File List pane to identify the registry files. The system-wide
registry files are unique in that they do not have file extensions. Scroll down in the
File List pane to see each file and its transaction logs. The screenshot below lists the
different registry files on this system.

Fll AccessData FTK Imager 4.3.0.18 - [m] X
File View Mode Help
aasoad-lBs s A
Evidence Tree X ‘File List X
‘«:3 18;3 A Name Size Type Date Modified ()
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-2 Macromed [ userdiff.FileSlack 116 File Slack
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& nop 00003201 00 00 00 20 00 00 00-00 SO 00 00 01 00 00 00
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@0 Prelnstal 0000€4 [6F 00 6F 00 74 00 SC 00-53 00 79 00 73 00 74 00
O res 000020 (65 00 6D 00 33 00 32 00-SC 00 43 00 €F 00 €E 00
&) Restore 000096 |66 00 69 00 67 00 SC 00-53 00 41 00 4D 00 00 00
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31. Now, let us export the Registries and their associated files. To export them, highlight
each by holding the Ctrl key and left-clicking on each. An example can be seen
below, highlighted in items 1 through 8. Now that they are selected, let us export
them. To do this, right-click on one of the highlighted files and select the Export
Files... option from the context menu that appears as highlighted below. This will
bring up the Browse For Folder window.

el AccessData FTK Imager 43.0.,18 - m] X
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32. Navigate to the (E:) drive labeled Evidence Repository, open the folders
FOR_LAB_004 > Registry_Files, and click the Make New Folder button. Name the
folder config_Registry_Files and then click OK this will export the SAM, SECURITY,
SYSTEM, and SOFTWARE registry files and their respective transaction logs to the
specified folder for further analysis.

Browse For Falder x

Szlret the destnation Folder

¥ o Evidence Repasitory (B "
v

~

- Data (i)

e Lozl Dk (32
e Libraries

[iats (B4

Faldar: |-Ioﬂﬂ;_ﬂa;st=y_ﬁles

:

33. In this lab, we learned how to navigate to the Windows folder tree and locate the six
common registry hives. Remembering how to find these files will help make cyber
forensic examinations easier and more transparent.

34. We will now move on to the next exercise. Close FTK Imager and any other open
windows by clicking the X at the top-right corner.

Cancel

!
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2 Exporting Registry Files from a Live System (General Knowledge)

Now that you know how to find and identify the files, let us learn how to export them
from a live system.

1. FTK Imager should still be open. If not, reopen it and click the File menu option from
the Menu bar. Once the dropdown menu appears, click the Obtain Protected Files
option as highlighted below. This will bring up the Obtain System Files window.

Sew  Mode Help
£ Add Evidence term..,
ﬁ Add Al Attached Devices

B Image Mounting.,
| Bemove Ewdence ftem

Rernove All Evidence tems

&

E Crente Disk Image..
Export Dtk frmage

£ ExportLogical Image (AD1)...

A4 Addto Custom Content Image (2D1)

| Create Custom Cantent rnage (301}

Decrgpt A07 image.,
Warify Drrde/|mzge

|| - Capture Memary,.

[ Chbtain Protacted Files...

Detect EFS Encryption
L1 ExportEiles.,
= ExportFile Hash List.,
Export Directory Listing

Exit

2. The Obtain System Files option gives the user the ability to export files that are
normally locked by the operating system. To get all the registry files (except the
UsrClass.dat), click the radio button beside Password recovery and all registry files as
highlighted below.

x

| Obtain System Files

| Soures for abtalning Flss;

Mlarring! Pleass be syars that FTE Imager i obtairing the
_Ewl:um tiles From the five system and not the acquired image.

Destination for chtained files: Browse
Cpithare
) Minimis Fss For legin passiiord recavery

F'.:gswud reacovery and al| registry files

Cance|
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3. Next, you would normally click the Browse button to open the Browse For Folder
window, which allows you to select a location to store the registry files; however, we

are using a Forensics Evidence File. Let us move forward in the lab by clicking Cancel,
as highlighted below.

| Ctbtain System Files

*

| Soures for obtalning Flss;

Miarring: Please be syare that FTIC Imager ks obtairing the
syskem files From bhe ve system and nat the acquired image.

Destination for chtained files: Browsa
Cpitiares

) Ml Fss For legin passinrd recavery

(@) Passwiord rmcovery and all registry flles

Cance|

Please  We will not export these registry files in this lab, but it is important to
Nofe’_ know how to export them while in the field.
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4. We will not be using FTK Imager for the rest of this exercise so let us close it by
clicking the X at the top-right corner of the main window.
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3 Getting Familiar with RegRipper

Once you have exported all the registry files, the next task will be to review the data
within them. You can achieve this by using one of the many different tools available for
examining the Windows registry. In this exercise, we will be using one such tool called
RegRipper:. RegRipper is a lightweight, portable software that ingests registry files and
provides a text-based report. The parsing of the registry is done using several plugins
that come with the tool.

1. Let us begin by opening RegRipper. To do this, open File Explorer and browse to
Desktop > Toolbox. Double-click the folder called RegRipper2.8-master highlighted
below.

Marme Cate modified

Autanans far Windaws 30
Datasets
deft-B.2-002
Magnet Process Capture TR0 1S P
MAgnet AM Capture 32020 3504 M

I RegRipper? B-roaster I B/27/2020 519 PR4
sdl-redline N
Symntarnals Suite

TCPYiew

valatilty_£ 6 winbd_sandalone FESFIER0 1060 P
# Nrvap - Zenmmap GUI 142018 115 PM
R tnterypter 2000 WIDAT AR AM
A Wireshark MAL2018°1:11 PRA

% thttps://github.com/keydet89/RegRipper2.8
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2.

1/14/2021
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In the RegRipper2.8-master folder, look for the file called rr.exe. This is RegRipper’s
executable. Right-click on rr.exe and then click Run as administrator from the

context menu as highlighted in items 1 and 2 below.

application Taols  RegRipper2.8-rnas

Manzge

LB X =]

Mowve  Copy Delete Renam
to= L e

Organize

ipperdB-rmaster
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J gitigrore
[] Basepm
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J Fileipm
[ Keyprn
|1 license;md
3 license.bd:
[ pastzadl
|1 README.md
¢ regripper.pdf
9 ripaese
[ rip.pl
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IJ rrpl

<

j 2
|!;?

Troubleshoot compatibility

Fin to Start
7-Zip >
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[of  Edit with Notepad++
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& Eraser
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m Add to archive.,.

m Add to “rrerart

E® Compress and email...
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Pin to taskbar

Restore previous versions

Send to

Cut
Copy

Create shortcut
Delete

Rename

Properties
AT T VT
4442020 248 P

e

PL File
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3. The RegRipper v2.8 main window will appear. It is a very simple interface. The table
below outlines the functions of the GUI interface.

B ReaRipper, v.2.8 20200220 - o %
File Help

Hrve Fiie | Browse |

Repoit File | Eltowse I

Priifile: [

MOTE: Thes tocd does NOT automabcaly process ard incoporate Begisly hive
tremzachion logs The tool will check to see d the hive |z dify

I you need lo process/incorporate bardaction logs, please conmder uiirg
warp + regetiuFlush oy (Maam S idanoy| or e ese [Ene Zimmerman)

Profile List Papulsted

Prpll | rlmﬁ |

Hive File

Report
File

Profile

Rip it

Close

The Hive File field is for the path of the registry file that you want to parse.
Click the browse button beside it to locate the file.

The Report File field is for the path of the report for the registry file you
selected in the Hive File field. Click the Browse button beside it to locate a
destination for the report.

The Profile field is a dropdown menu that contains a list of profiles. Each
profile contains plugins that are unique to each registry file. When using
RegRipper, ensure that the registry file you selected in the Hive File field is
the same as the profile.

The Rip it button is the option that starts the registry parsing process.

The Close button closes RegRipper.
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4 Parsing Registry Files with RegRipper
Now that you are familiar with the interface, let us begin parsing some registry files.

1. Before we begin, it is important to note that registry files are hidden by default. To
view them, we need to enable Hidden Items in Windows File Explorer. To do this,
click the Windows File Explorer icon from the taskbar as highlighted in the
screenshot below.

oxitReadear

2. In the Windows File Explorer window that appears, click the View tab highlighted in
item 1 below and then click the Hidden items checkbox, as seen in item 2, to reveal
hidden files. Once you are done, close the window by clicking the X at the top-right
corner of the window, as seen in item 3 below.
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Fanes Current e Shiowhitde
A o Ouick access » v Search Quick access 2
~

* « Freqguent falders (4)
I Desktop * Jesktop Dowrloads

’ This FC This P
B Downloads o * "' *
|5 Docammerts *
= Pict "  DJocurnents Pictures
SIS ; ‘I_:l This PC [ ThisPC

| I
I This FC
I Desktop
,‘Eg Docurrients
£ Downloads
B Music
&= Pictures
- [T P .
Litems =
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3. Now let us begin using Regripper. You should have RegRipper open already; if not,
reopen it. Now let us click the Browse button beside the Hive File field. This will

open the Open a hive file window.

T3 ReaRipper, w28 20200220 - O
Fils Help

|
Repoit Fils | Elrowite
Prafile: | _;l

*

MOTE: Thes tocl does MO T aomatcaly procesz ard incoporate Regshy ive
transacton logs The tool will check to s d the hive b dify

I you need lo process/incorporaie bansaction logs, please conader wiirg
warp + regetiyFlush py (Maam 5 danov] or da.exe [Ene Zimmerman)

Bt | Closa

Profile List Papulsted

4. Inthe Open a hive file window, navigate to the NTUSER.DAT file we exported in the
exercise earlier. Do this by clicking the folders Evidence Repository (E:) >
FOR_LAB_004 > Registry_Files > IEUser as highlighted in items 1, 2, 3, and 4 below.
Once there, it should reveal the NTUSER.DAT file in the view pane on the right. Now
that you have located the NTUSER.DAT file, click it and then click the Open button as
highlighted in items 5 and 6 to load the hive and return to the RegRipper main

window.

a‘ Dpen & have file

“ T+ « Registry Files » JELiser » v O Search IEL

Organme New folder

; Downlpads -] Name
b Wusic UsrClass 5
o
ﬂ Videos NTUSER.DAT.LOG
i Local Disk (Cp)
b
v [rortas w @)
(3| I |

Config_Registry Files

=00

F UsrClass

- Dzta (F)

- Loccal Disk ()
v €

File parne: | o Al files

6 Open

Cancel
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5. Now you should be back at the RegRipper main window, and the Hive File field
should be populated with the path for the NTUSER.DAT file. Next, let us select a path
for the report file. Do this by clicking the Browse button beside the Report File field
as highlighted below. This will open the Save a report file window.

B RegRipper, v.2.8 20200220 - o »
| File Help

| HiveFie I |E:\FDA_LAB_0D4\Regiey._FiesUEUso\NTUSEF |

Repart File: I

Profile i v

MOTE: This tool dosz NOT aulomaticaly process and incoiporate Fegshy bive
tranzachon logs. The tocd wil check to ses if the hive ks dirty.

|
| | g rized to process/ncoporate barsaction loge, plase consider urmg
| waip = regisindluzh pn Maxim Subanoy] ool zxs Ene Zmmeman)

Prafie Lizt Popidated

| |
| _folt | Cise |
[}
|

6. In the Save a report file window, browse to the FOR_LAB_004 folder you created on
the Evidence Repository (E:) volume and click the New folder button. Name the new
folder Registry_Reports highlighted below in items 1 and 2 and then item 3 by clicking
Open.

?, Save 3 reportfile b4
- o s« Evidence R, » FOR_LAB_OM » v Skarch FOR:LAE_004 P
Organize « 1 = - 9
| Pictures L, MNaime . Date modified Ty
' Videos Registry_Filas &7 28 P Fil

= Local Disk (T Registry Reports | [z BEREI0S03FM  Fil

- Evidence Repositany (E:)

FOR_LAE D04
s Data (F)
- Local Disk (G2 Ll b
File name: .
Save astype | Report file [*.ixt} ~

~ Hide Folders Cancel
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7. Letus give our registry report a name. Since this is the NTUSER.DAT file, let us call it
NT_User_report. Once you have created the name, click the Save button highlighted

T, Save 3 repartfile

- Data (F)
s Local Disk (G

— 4 « FOR_LAB_... » Registry Reports w
Organize = New foldes
= | Pigturss e |arrie
W Videos
M
i Lacal Disk ()

- Evidence Repositony (B
FOR_LAB DO

i w £

Gearch Regitkny Repart

[ate modified

P

- 1

Fite nameg|

f hIT_UiH,rEparri

Save astype

» Hide Folders

Report file {*.txt)

Cancel

8. Now let us not forget the Profile field. As mentioned earlier, this is how RegRipper
knows what type of registry file it is parsing. To select the profile for the
NTUSER.DAT file, click the arrow beside the Profile dropdown field and then click the
ntuser option from the dropdown menu highlighted below in items 1 and 2. Now,
verify that you have all the correct settings selected before proceeding. Once you
have verified that everything is correct, click the Rip it button highlighted below at

item 3.
B RegRipper, v.2.8.20200220 - ™ b
| File  Help
| HiveFie £ \FOR_LAB_OD#\Regiey_FiesEUseNTUSEF | Browss
Feport File: FE AFOF_LAB_O04\A !gii!lljJ_FI!ﬁUL:..lN T_Ugar wsp Hrewuve
Profile -
al
amcache

MNOTE: This too| #4m
transachan Ingtl

fPrafie List Popudatad

Jecuy

pocess and intaiporate Ragety e
ke if the hrve bz dirty.

I
|
| I you niged to grocess/incoiporate rareaction loge, please consider unmg
| waip + regisindFlushpe Maxim Subanoy] oo laexe [Enc Smmeman)

q Bt l
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9. You will see the display area become populated as each plugin runs. You will see a
message, plugins completed with errors once the parsing is complete.

B RegRipper, v.2.8.20200220 - o p
| File  Help
| HiveFie [E/\FOR_L4B_004\Remeiny, Fiee\EUser\HTUISEF Browse

Repar Fle: EE'\FEH_L.QE_UM\Hegi:!_!jJ_Fl!ﬁDflr.'lN T_User tap Bremvse

Profile ‘ntu:z{ -

The errors encountered in RegRipper can be reviewed in the log file
to determine what exactly happened and whether you must manually
review the registry to access the necessary data.
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10.

11.

12.

13.

14.

15.

Now that you have parsed the NTUSER.DAT file, let us parse the remaining registry
files. This can be done by repeating steps 1 - 9 using the registry files located at the
following locations:

_'[T Be sure to name registry reports appropriately so you can identify them
— later. For example, SAM_report, SYSTEM_Report, etc.

Evidence Repository (E:) > FOR_LAB_004 > Registry_Files > Config_Registry_Files >
SAM

Evidence Repository (E:) > FOR_LAB_004 > Registry_Files > Config_Registry_Files >
SYSTEM

Evidence Repository (E:) > FOR_LAB_004 > Registry_Files > Config_Registry_Files >
SOFTWARE

Evidence Repository (E:) > FOR_LAB_004 > Registry_Files > Config_Registry_Files >
SECURITY

Evidence Repository (E:) > FOR_LAB 004 > Registry Files > IEUser > UsrClass >
UsrClass.dat

Please complete steps 11 — 15 before proceeding. Then close the
‘ application and let us move to the next step.
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16. Now that you are done parsing the registry files, click the Close button on RegRipper

to close the software.

B RegRipper, w28 20200220

File  Help
Hivs File [ENFOA_LAB_004\Reqisiny._Files\EUse\WTUSEF
Repart File: |E:\FEIF|_LAE_E134'\F| egizliy Flepots\NT_Llser tep

Profife: inh_“g -
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5 NTUSER.DAT File

Now that you have generated the reports for the registry files, let us review the four (4)
most common ones to see what kind of data each one stores. We will review the
NTUSER.DAT, SYSTEM, SAM, and SOFTWARE. Let us start with the NTUSER.DAT report.
Before we begin, it is important to note a few things. The first is that data in the registry
is stored in two ways. There is the registry key, which can be compared to a folder, and
there is the registry value, which can be compared to a file. Each registry key can have
one or more values as well as sub-keys, which are synonymous to sub-folders.

Registry values sometimes have a number or letter before the value. This is known as
the MRUListex order, which places the value for the most recently accessed file at the
top of the list. It can be confusing at times because they do not necessarily have to be in
alphabetical or numerical order. The number or letter associated with the value refers
to the first time the file was accessed. For example, if there are two values, a =
office.doc and b = office2.doc, then it means that office.doc was the first file opened. If a
= office.doc is at the top of the list, it means that office.doc was the first one opened,
then office2.doc was opened sometime after, and then office.doc was opened again
after that. This bumps office.doc back to the top of the list because it was the most
recently used file. Let us look at the data to get a better understanding.

1. To access this report, browse to the folder called Registry Reports located at
Evidence Repository (E:) > FOR_LAB_004 > Registry_Reports. Once you get to the
folder, double-click the file we named NT_User_report.txt to open it in Notepad, as
seen below.

= | Registry_Reports = O 4
Home Share Wi 0
g icen I

v ] Itam check boxes

b | Cutrs [arge icons
' B Preview pare Edraclarge:foor

= == Mediumitons i = [ ¥ File name:aitensions
'\I-‘(','l;.li“.r"!' [l Detailz pane List = Detal s b:'l =2 1] Hidgen |tems -he,:d_a SRy
Pare Lsyout Clirrent vie ol de
- + + This PC » BEvidence Repository (B} » FOR_LAB.OB4 » Registry Report: v O satch Registee Report .=

Toolbaox Lt Marme : [atz modifiad Fype

~ @ ThisPC | NT_User_reportlog & by e Document 28
W Desktop SRR R T PM Tee Document {04 ik
% Documents
& Dowrlasds
J‘ Music
= Pictures
B Vidzos
2 Local Disk (C:)

¥ e Buidence Repository (£

b FOR_LABE_Q04
Registry_Files
D)
wa Local Ditk (57

e Data (F1)

< items 1 kemselected 283 KE i -
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2. The registry report may seem overwhelming at first but do not be daunted; it is easy
to use if you know what data you are looking for. In the NT User registry hive, you
can find things like Recent Files, programs and services opened from the RUN
feature and URLs typed by the user. You can also find data about the programs that
were run and the last time they were run as well as many other things. Let us look at
a few of these artifacts.

3. The first one we will check out is the Comdlg32 registry key. You can find this
registry key by scrolling down until you see the heading or by searching the
document for the term comdlg32. To search for the term, click Edit from the Menu
bar and click the Find option from the dropdown menu as highlighted below.

MT_User_report.td - Motepad

FiIchnral View  Help

Hiwv Lirithe Cerl+Z ey Files\IEUser\NTUSER .DAT) is not dirty.
o (L, CErl s
-G Lopy LErl ACHFY key
Fafte Ll +h,
Sof Dieleke Assistanth\8CMru not Tound.
ado Find., Chrl+F I
(NT Fird Mext 13 dohe Reader cRecentFiles walues
Replace... Cerl+H
RO Ctrl oG
bdo o e on not found.
Seleet Al Crrl 8
i Tirne/Tate F3 :
(50 civ myir wmmin , ==wuit possible presence ot shaha malware
[ \U/ It might be easier to navigate if you maximize the notepad window.
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4. When the Find window appears, type the term comdig and click Find Next as seen
below.

Find X

Find what:  fcomdig| | FindNext |
Direction Cancel

[[J Match case OUp @ Down

[J Wrap around

’_'\@/ If the search does not find the term, then change the radio button
beside the direction from Down to Up or vice versa. If it still does not
‘ work, then check that you typed it correctly.

5. Once you found the comdlg32 artifact, scroll down and look at the entries as
highlighted below. The comdIg32 stands for Common Dialogue and is a registry key
that contains the list of LastVisitedMRU (Most Recently Used) and OpenSaveMRU
files. The OpenSaveMRU provides data about files that have been opened or saved
within most Windows dialog boxes. The LastVisited MRU compliments the
Open/Save MRU as it lists the specific location of the application used to open the
files listed in the OpenSaveMRU.

J NT_User_report.bet - Netepad - 0 X
File FEdit Format View Help

Software\MicrosoftyCommand Processor
LastWrite Time Fri Oct 12 2@:47:16 2012 (UTC)
AutoRun value not found.

SRS v, 26156762

Software\MLorosoftiWlndows \CurrentersLon\ExploreryComDlg32
Lastirite Time Mon Oct 15 @8:52:1F 2812 (UTC)

Lestiwrite: Wed Mov 12 12:32:32 2014
PRUList = fhedca
f -> EXE: notepad.exe ﬂ

-> Last Dir: C:\Documents and Settings\IEUser\Desktop

b -> EXE: ilexplore.exe )

-» Last Dir: C:\Documents and Settings\IEUser\Desktop

-> EXE: Wireshark.exe

> lLast Dir: Z:

-3 EXE: TimeStampClient.exe

-3 Last Dir: CoAWINDCWS\system32

¥

2

>

>

EXE: CDIN.exe
Last Dir: Z:
-> EXE: mmc.exe
Last Dir: C:\Wallpaper
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6. Asyou can see from the screenshot below, the path and the name of the last file
reported in the OpenSaveMRU is C:\Documents and Settings\IEUser\Desktop\---
README---.txt highlighted as item 1. If you look now on the LastVisited MRU, you
will see that the last program used was notepad.exe, and the same path that is listed
for the ---README---.txt file is listed beneath notepad.exe in the LastVisited MRU
(listed in step 5 above). The LastWrite Time is highlighted as item 2 and reflects the
date and time the registry key was last updated and is normally the same date and
time that the item at the top of the list was opened.

| NT_User_report.bet - Netepad - n] X
File Edit Format View Help
“Q]pEnS:avar;'ili-k:lr I L)
Lesthirite: Wed Mov 12 18:58:16 2@L4
OpenSavedRU\DpenSaverRU
LastWrite Time: Wed Nov 12 18:53:16 2014 7
OpenSaveMRU has no values.

Lp
IL

é5§t925:7'“535tf‘5'::-t’¢o
a -» L:\Documentz and Settings\lEUser\Desktopyelcar.com.Ext
j -» Z:\testdump.pcap
L -» Z:\memdumpdd2.mem
b -» CoAWINDOWS\system32\eula.txt
g -» Z:\testdd.img
f -5 Z:\Misch\partition maglc setup.exe
e -> C:\Documents and Settings\IEUser\Desktop\Tools\SDelete.zip
d ->» C:\Wallpaper\Bginfo_wallpaper.zip
e -» C:\Wallpaper\autologon,bat
OpenSaveMRU\bat
LastwWrite Time: Mon Oct 15 €5:32:17 2012 7
MRULLsT = a
a -2 C:\Wallpaper\autologon.bat

< 3

indicates Zulu time, generally as a term for Universal Coordinated

[_'\U‘/ The parsed registry files will show a ‘Z’ when referencing time. This
Time (UCT).

7. Also, note the letters beside each value. The notepad.exe has f beside it and is the
highest letter sequentially. This means that it was the last item that was added to
the list and was the most recently opened one as well. Alternatively, the ---README-
--.txt file in the OpenSaveMRU has the letter b beside it. This indicates that it was the
second file added to the list and means all the files listed between c to j were
opened sometime after. The fact that the ---README---.txt file is at the top of the
list, however, means that it was the one that was opened most recently.
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8. The next artifact we will look at is the RecentDaocs registry key. As the name
suggests, a list of the recently opened documents can be found here. Let us use Find
again to locate the artifact. You should still have the Find window open, if not,
reopen it. Once you are in the window, type RecentDocs and click Find Next.

Find X

Find what: | RecentDocs| Find Next |
Direction Cancel

[ Match case OUp @ Down

[J Wrap around

9. Once Find reveals the RecentDocs registry key, look at the values. As seen in the
screenshot below, there are fourteen (14) filenames listed as recent documents. As
with the other registry keys, the LastWrite Time highlighted below is the same as the
time that the most recent file was opened (The last time the key was updated). As
seen in the screenshot below, the same file called ---README---.txt is at the top of
the list, which means it was the last file opened by this user.

I NT_User_report bt - Netepad — 0O X

File Edit Format Wiew Help

v. 26160465

(NTUSER .DAT) Gets contents of user’s Recentlocs key

Recentlocs
**411 values printed in MRULIstWMRULIsTEx order.
TSQﬁt@.dJ:&LML@fL@:\QiMmﬁj,m\';ul:mm.\!c|:§L\;';!;L§snl~_ orer\Recentbocs
ILastrite Time Wed hov 12 12:32:33 2@14 (UTC) |

13 - READRE - .oxt |

T = Wallpaper

12 = nothing-here.txt.txt

11 = eicar,com.txt

16 = Jam_XP_target on 'Vboxswr' (Z:)
testdump.pcap

system32

eula.txt

Tools

SCelete.zip
Beginfo_wallpaper.zlp
BackInfo,ini

= Windows Versions on Ares
@ = Wallpapers.txt

L T

L I LN I I« B

_'[T This can be very valuable in determining what files were last accessed
— and find files that would not normally stand out (Like the one called

— nothing-here.txt.txt).
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10. Let us scroll down to the registry sub-keys for RecentDocs. The lists in these sub-keys
are recent documents, but they are sorted based on extension. This is helpful when
trying to focus on a specific filetype, to get a LastWrite Time for a specific file, or
sorting through large lists.

JONT_User_report.tet - Notepad - m| X
File Edit Format View Help

Software\Microsoft\Windows \CurrentVersion\Explorer\RecentDocsy . int L
Lesthirite Time Mon Oct 15 @@:38:06 2012 (UTC)

VRULLIstEx = @
@ = BackInfo.lnl

Software\Microsofti\windows \CurrentVersion\Explorer\RecentDocs . pcap
LastiWrite Time Wed Nov 12 18:58:16 2814 (UTC)
MRULLstEx = @

= testdump.pcap

Software\MicrosoftiWindows \Current¥ersion\Explorer\RecentDocsy . txt
LastWrite Time Wed Nov 12 12:32:32 2814 (UTC)

VRULLstEx = 4,3,1,2,@

---README---.txt

nothing-here. tut. txt

elcar.com.txt

eulas,tut

Wallpapers, txt

@MW e
LI

Software\Microsofti\windows \CurrentVersion\Explorer\RecentDocs\ . zip
LastWrite Time Wed Nov 12 87:17:28 2014 (UTC)
MRULLstEx = 1,82

1 = Shelete.zip

@ = Bginfo wallpaper,zip

SoftwareyMicrosofti\Windows \Currentersion\Explorer\RecentDocsi Folder
Lastnite Time Wed Now 12 12:09:46 2014 (UTC)
MRUListEx = 5,2,4,3,8

5 = Wallpaper
2 = Jam_XP target on “Vboixswr® (I:)
4 = system32
3 = Tools
@ = Wlndows Merslons on Ares
< >

The dates and times in RegRipper’s reports are in the UTC time zone.
Be sure to pay attention to this and convert the times to the
appropriate time zone.
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11.

12.

Let us look at another useful registry key in the NTUSER.DAT file. This one is the
TypedURLs, which, as the name suggests, contains a list of URLs that were typed by
the user. You should have the Find Window still open; if not, reopen it and type
TypedURLs as the search term, then click Find Next.

Find »

Find what: [TypedURLS| || =T
Direction Cancel

[[JMatch case OUp @ Down

[ Wrap around

Once you get to the TypedURLs registry key, look at the values in the list. This
registry key lists URLs that were typed in the Internet Explorer web browser. As with
the other lists, it is in the order of most recently typed and has a LastWrite Time that
is updated each time a new entry is typed as well. Unlike the other registry values,
the item at the top of this list will always be URL1. When a new URL is typed, the old
one gets the number URL2, and all the other URLs in the list are updated as well. As
with the others, the LastWrite Time is the same as the time the URL was typed.

J NT_User_reportbet - Netepad — (5] X

File Edit Format View Help

typedpaths v. 2186338
(NTUSER.DAT) Gets contents of user’s typedpaths key

Software\MLcrosof tiWlndows \CurrentVersion\Explorer\TypedPaths not found.

v. 20686324

(NTUSER.DAT) Returns cortents of user’s TypedURls key.

[Typeduii:]

softwarei\MicrosoftyInternet E)cploner\T!peggﬂlzs

[Casthirite Time Wed Nov 12 12:96:96 2014 (UTC )]
Urll -»[http://googie.com/

url2 -»jeicar.com.txt
urld - jrttp: /f fwn . bing. com/search?g=eicar+test+filefsrc=IE - SeanchBox&FORM=TEBSRT
upld ->jhttp:/ akear.ruf
urls - frttp: S, Be
urle -»[sdelete
url7 -2 i . e
>

url8 -» fhtto://bing. com/

typedurlstime v.22120613

< >
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13. The last one we will look at is the UserAssist. You should have the Find Windowv still

14.

15.

16.

open; if not, reopen it and type userAssist as the search term, then click Find Next.

Find %

il T |
Direction Cancel

[[] Match gase (i Up. @ Down

[ Wrap around

Once you are at the UserAssist key, you will see a list of programs that were run on
the system. This key contains the date and time that each software was last used
and the number of times it was run. The run count is represented as the number in
brackets in the report below.

| NT_User_repart.tet - Notepad - m| b4

File Edit Format Miew Help

Value names with no time stamps:
HRZR_PGYPHNPbhag: pgbe

{75648706-EFLF-1106-9888-6068570EACFS }
Wed Nov 12 19:4%9:84 2a14 7
UEME_RUNPATH (121)
UEME_RUNPATH : \\VBOXSVR\T o5tick\JamT ools\MemoryDumps\FTK Imager Llte\FTK Imager.exe (1)
Wed Nov 12 19:42:43 2814 7
UEME_RUNPATH: C:AWINDOWS\explorer.exe (13)
Wed Now 12 15:42:42 2614 7
UEME _UISCUT (26)
UEME_RUNPATH:Windows Explorer.lnk (12)
Wed Nowv 12 12:16:51 2814 Z
UEME_RUNPATH: C: \WINDOWS\ system32\NOTEPAD.EXE (5)
Wed Now 12 12:12:56 2@14 Z
UEME_RUNPATH: C: \WINCCWS\system32yaomd.exe (11)
Wed Nov 12 12:@8:36 2@14 7
UEME_RUNPATH: :: {6ASFFAAA-5281-161B-0FG8- BBAAGE2FSSAE } (1)
Wed Nov 12 12:66:48 2ald 7
UEME _RUNPATH:C:\Program Files\Internet Explorer\iexplore.exe (25)
UEME_RUNPIDL (35)
UEME_RUNPIDL:::{255981F4-21D7-1104-8DAF-0OCAIF6OE3F@A} (24)
Wed Wow 17 TIET317 J6id 7
UEME_RUNPATH: Z: \Misc\WinDump.exe (3)

The UserAssist key is great for showing that a user ran certain programs and how
often they did. It can also differentiate between whether the program was run using
a shortcut or the executable.

The NTUSER.DAT file has many more useful artifacts, but we cannot touch them in
this exercise. We will now move on to another useful registry file.
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17. Now that you are done, close the Find window and the Notepad program by clicking
the X at the top-right corner as highlighted below.

y &

File Edit Format Wiew Help

Value names with no time stamps: ~
HRZR_PGYPHNPbhag: pebe

{75848708-EFLF-1109-9888 - BO6E07DEACFD }
Wed Noy 12 19:49:84 2014 7

UEME_RUNPATH (121)

UEME_RUNPATH : \\WBOXSVRAToStickyJamTools \Memorylumps \FTK Imager Lite\FTK Imager.exe (1)
Wed Nov 12 19:42:43 2814 7

UEME_RUNPATH: C: \WINDOWS e Find L 3
Wed Nov 12 19:42:42 2014 Z|
UEME_UISCUT (26) Findwhet | [NFESTPRTE) | [ EndNent |

UEME_RUNPATH :Windaws Expl
Wed Now 12 12:16:51 2614 7 il
UEWE_RUNPATH : C: YWINDOWS e (] Maich gase C'lo ®0awn
Wed Now 12 12:12:56 28114 7
UEME_RUNPATH: C: \WINDOWS\system32\emd. . exe (11)
Wed Nov 12 12:08:36 2814 2
UEME_RUNPATH: : : {645 FF@da-5681- 1018 -9F68 - 00AA802FI54E | (1)
Wed Now 12 12:@@:48 2814 7
UEME_RUNPATH:C:\Program Files\Internet Explorer\iexplore.exe (25)
UEME_RUNPIDL (35)
UEME_RUNPIDL: ::{2559ALF4-21D7- 1104 -BDAF-@@Ce4F6aa%FaT (24)
Wed Nov 12 11:13:12 2914 7
UEME_RUNPATH: Z: \Misc\WinDump.exe (3)

Direction Cancel
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6 SAM Registry File

Now let us look at the SAM report that you created. The SAM registry hive stores data
about each user account and can be used to help attribute physical users with their user
account.

1. To access this report, browse to the folder called Registry Reports located at
Evidence Repository (E:) > FOR_LAB_004 > Registry_Reports. Once you get to the
folder, double-click the file we named SAM_report.txt to open it in Notepad.

| [ | = | Registry Reports - O X
Home Share Wiewr (7]
p : u’\ & cut x =] Open = FH Selectall

Edit Select rione
Finto ouick Copy Parte

acces: [E] Paste shartmut

lipbeard Organize Hew Spen Select

T e itz = | b
= v’|
7] Basy acwss v —
Mok Copy  Delete Rerame  New Properties

2 Invert selection

« . TE + ThisPT » Evdence Repasitory (E) > FORLABO00Y » Regittry Reparts u w B Search Registry Beports r

[ Deskiop A Name Date radified Tope Size

1Z Documents

4 Dotimload:

D Music

&= Pictures

Videas

i Local Disk (C)

~ e Eviderice Repositary (E)
~ | FOR_LAB_004

Reg‘lstry_F_l_\ff
Registry_Reparts

- Dats (F)

e LoCal Disk {31
e Cata(F)

i Nebwork

4 items

|51 NT_User_tepurtluy
15 NT_User_reportiod:
=| SAM_report.log

1] SaM_reporttct

B/ETFE0I0 T P

Tzal Dudrmenl

200 HITEM  Taxt Document
G920 125G AN Tast Document

6/28/2000712:568AM  Teid Docurnent

28K8
264 kB
148
5KB

B

2. The SAM registry report is normally very short, so we can use the scroll feature to
navigate it. The first artifact we will look at is the list of user accounts, their login
counts, and their relative identifiers. Using the down arrow or mouse wheel, scroll

until you get to the User Information registry key as highlighted below.

Username : IEUser [1003]
SID : 5-1-5-21-776561741-308236825-1417001333- 1663
Full Name ®

User Comment
Account Type

: Default Admin User

lAccount Created

: Fri Oct 12 20:47:08 2012 Z|

Name

Pwd Fail Date

Last Login Date :

Wed Nov 12 19:35:13 2014 7
u Oct 201
: Thu Oct 31 21:30:48 2013 Z

| Login Count

: 76}

--> Password does not expire

--> Normal

1/14/2021

user account
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3. Asyou can see in the User Information registry key, each username is listed. The
number beside the username highlighted below is known as a relative identifier
(RID) and is unique for each account. Every time an account is created, it gets a new
RID. If an account is deleted, then the associated RID will be discarded and will never
be reused. It can therefore be used to determine if user accounts were deleted. RIDs
are also unique in that the 500 and 501 RIDs are reserved for the built-in
Administrator user account and the Guest account, respectively. Any user-created
account will receive a RID of 1000 and up.

Username : IEUser [1003]

SID : 5-1-5-21-776561741-368236825-1417001333- h@@BI
Full Name

User Comment

Account Type : Default Admin User

Account Created : Fri Oct 12 20:47:08 2012 7

Name :

Last Login Date : Wed Nov 12 19:35:13 2014 7
Pwd Reset Date : Thu Oct 31 21:26:00 2013 Z
Pwd Fail Date : Thu Oct 31 21:39:48 2013 7
Login Count : 76

--> Password does not expire

--> Normal user account

4. We can also determine if the user’s password was ever reset and when by looking at
the Pwd Reset Date highlighted as item 1 below. There is also the Account Type that
will tell whether the user is an administrator, guest, or regular user, highlighted as
item 2. Finally, the Login Count and Pwd Fail Date outline the number of times the
user logged in and the last time a login failed. These are highlighted as item 3 below.

Username : IEUser [1883]

SID 2 5-1-5-21-F76561741-368236825 - 141 7661233 - 1063
Full Mame :

User Comment 5

:ﬂ.gr;“c;irﬁjc‘ Type _ De-Fault ﬂ.dm&rﬂééﬁ?

ﬁccount Created : FPl Dct 12 2@:47:88 2812 7

Name :

Laok Lopin .E?EF?*.EMW%C.'. Mgy Q2 ds s anil 7
\Pwd Reset Date i Oct 31 271
IPud Fail Date : Thu Oct 31 21:36:48 2613 7|
|Log1n Count HER 2

--» Password does not expire

--» Normal user account
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5. The SAM registry hive also provides details about user group memberships, but we
will not cover that in this exercise. Let us move on to the last registry file we will

cover in this lab.

6. Now that you are done, close the Find window and the Notepad program by clicking

the X at the top-right corner as highlighted below.

J SAM _reporttat - Notepad

File Edit Format \iew Help

0@x]

Hive (E:\FOR_LAB_@@d\Reglstry Files\Config Registry Files\SAM) is not dirty.

samparse v.28166263
(SA8M) Parse 548M file for user & group mbrshp info

User Information

Username : Administrat o qj

51D : 5-1-5-21-7% : .

Full Name Z Find what: | Flid Mt
User Comment ¢ Bullt-in at Direction Cancel
Account Type : Default Adn L

Bccount Created : Fri Oct 12 [Matchcas Clp @ Down

Name :

Last Login Date : Never
Pud Reset Date : Fri Oct 12 13:39:44 2012 7
Pwd Fail Date : Never
Login Count : 8
--» Password does not expire
--» Normal user account

Username : Guest [5@]
sSID 1 5-1-5-21-776561741-308236825 - 1417681333-561

<

~
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SYSTEM Registry File
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Now that you see the valuable data that can be found in the registry, let us dig a little
deeper by looking at another registry file. This time we will review the SYSTEM report
that you created. The SYSTEM registry hive stores data about the physical devices

connected to the computer and some operating system data.

1. To access this report, browse to the folder we created called Registry_Reports
located at Evidence Repository (E:) > FOR_LAB_004 > Registry_Reports as
highlighted at items 1, 2, and 3. Once you get to the folder, double-click the file we
named System_report.txt to open it in Notepad as indicated at item 4.

4 1 = | Registry Reiorts - o %
Home Share Yiew (7]
| b Eat =] x I Hopen = B setctan
g L i & | = Bl v =
St il Copy pach = | Edit Select none
Rinto Quler Copy Patte Mowe Copy  Defete Rename  New roperties a
séte tor  tox - alder 2 Inwert selection
¢llpbard Oranritzs e open felect
& « 4[5 ThisPC 5 Evdence Repository (E) > FORLIB004 » Registry Feparts e & | Search Reqistry Reports s
Thalbiox A Name . Date modified Tope Size
8 This P (5] NT_User_epurtluy OSNTPM Tk DuLditns L P
1B Deskiop 5] NT_User_reportiod: Taxt Document 26318
& Dicufents | S2Mreportlog 148
= |=] SAM_report 5B
& Dovwenloads ”
[5] Sofeware repertlog 1710
& Music 7] Software_reportiot 50858
=] Pictures 1] System_report.log 13 kB
& videos =] System_reporttt () LN

i Local Disk (S
1
2
Registry_Files
G Feguey Feport |
- D3ta (F3)
e USBO0T (G

e Cata (F)

Bitems 1 item selected 233 KB

2. Since we are already used to the format of the document, let us use Find to locate
the first artifact, the computername. This artifact will provide the hostname for the
computer, which is useful in identifying a specific system. To search for the term,
click Edit from the Menu bar and click the Find option from the dropdown menu as

highlighted below.
| Systemn_reportdt - Notepad
Format  View Help
com
(Sy Cut Crt+X oo values
Copy Cirl+€
Corr Paite Mar
Las Delets pe|  13:37:47 2012 (UTC)
Ser Root®\System32\netman.dll
Sha Find.. Ctrl+F Idll
Find Mext Ed
e Replace,, cls 2 N
Las ot il 13:37:47 2012 (UTC)
Sep L Bl Root¥\system32\sens.dll
She Select Al fwsh 1
Time/Date F3
LN e e e et i BTE O
LastWrite Time Fri Oct 12 28:39:55 2012 (UTC)
ServiceDll value : ¥SystemRoot¥#\System32\rasauto.dll
Should be/include: rasauto.dll
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3. Once the Find window appears, type the term computername and click Find Next as
seen below.

Find b4

Find what: I I Find Next
Direction Canrcel

[ Match gase Olp. ® Down

[ W=p armund

4. If successful, you will be taken to the ComputerName as highlighted below.

A 5y : 3l - =
File Edit Format View Help
ControlSet@@l)Services\SENS A

LastWrite Time Fri Oct 12 13:37:47 2812 (UTC)
ServiceDll value : ¥SystemRooti\system32\sens.dll
S wld befinclude: sens.dll

ControlSet@@l\Services \RasAuto

T Y cr 4o ficT

I-.t‘lh LT i 1
Servig Find Xmn
5, ol

ymet | | Findbent |
Anal

Ditection Cancel

e ServiceDll value to point

tos =
_____J]juagchcam OUp @ Dawn

c pn;J
(System) Gets and Hostname values from System hive

Computerisme = IESWINAP
TCP/IP Hostname = ieSwinxp

(System) Get crash control information

CrashDumpEnabled = 3 [Small (B4kb) memory dump]
DumpFile = #5ystemRootX\MEMORY . DMP

< >

5. Now let us look at the network interfaces and IP address that was assigned to the
computer. You should still have the Find window open, if not, reopen it. Once Find is
open, type the term Network Key and click Find Next as seen below.

Find s

Find what: |Netwnrk Ky | Find Next
Diirection Cancel

[ Match case (") lp. (@ Down

[ Wrap amund
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6. You will be taken to the Network Key that details the types of network interfaces
available on the computer, highlighted as item 1 below. The value called Interface
highlighted as item 2 is the Globally Unique Identifier (GUID) and is used to uniquely
identify information on computer systems. In this case, the GUID is identifying each

network adapter:

| System_reportbd - Motspad = m} X
File Edit Format View Help

Fri Oct 12 13:37:47 2612 7, TapiSrv,XSystel fnd - froce:r &
Fri Oct 12 20:42:15 2812 7,weausery,C:\WI| i5,Fr:
Fri Oct 12 13:37:47 2012 Z,hkmswve,%5ystem| Findwhat:  nehwork key \ | FindMewt | fess
Fri Oct 12 209:42:22 28912 7, Fsstlseriwitch; ; s.dll
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, | Direction Cancel

network v, 20086324 | O Matehcase OUp @ Dopn

Network key

(System) Gets info from System\Controlile]

Hame

= local Area Connection 2|

PrpInstanczID
WMedlaSubTyae

ControlSet@dlyContol \Wetwork\[4036E972-E325 - 11CF -3FC1-B8B02EE 18318}
[Enterface {bC721367 - ABAF-4B04-E591 - SUBEAIBE OE 56 H D
Lasthrite time Wed Nov & 21:38:17 2614 (UTC)

= YMBUSY{2CEATBAL-5FA6-4444-8B5B- F1625E 93 FAADM 5837 A0B 134866 2C8,

=1

Interface {C83D20DB3-8CE9-ACFE-B526-B4E lASBQD@FB}ge

LastWrite time Fri Oct 12

2@:4e:63 2012

(UTcC)

Hame

= Local Area Connectlon)

PnpInstancalb
MedliasubTyoe

nic w.2elesdnl

<

FCIAVEN_1@228DEY 20008SUBSYS 20061E228REY_40\38267 86 16ARGE 18
1

7. Letus scroll down by using the mouse wheel or clicking the down arrow until you get
to the NIC configuration, as seen below. This registry key will detail the last IP
address that was assigned to each of the network interfaces you saw above. You can
match the name of the network above with the GUID below.

1| System_report.bet - Notepad

File Edit Format Miew Help

nic v.20168481

System) Gets NIC info frem System hiwve

| Adapter: {6C721367-ABAF-4BD4-8891-9D6GA3EEIEIG]

LastWrite Time: Wed Nov 6 21:38:14 2013 7

EnableDHCP 1

IPAddress @.a.e.8

SubnetMask 8.68.8.8

DefaultGatewsy

|DhepIPAddress 192.168.9.126(
DhepsubnetMask 255,255,255,

DhepServer 192.168.6.251

Lease 691265
| LeaseCbtainedTime Thu Oct 31 22:29:38 2013 7]
TZ Mon Mow & 22:29:3@ 2813 7
T2 Thu Now 7 22:29:3@ 2813 7
LeaseTerminatesTime Fri Nov & 22:29:38 2013 7

Adepter: {C83D20BO-8C89-4CFB-BS26-BAE LASBIDAFT )|

LastWrite Time: Fri Oct 12 20:39:52 2012 7

EnableDHCP I
IPAddress a.e.e.8
SubnetMask 8.0,0.9
L4
< >
1/14/2021
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8. Letus look at another registry key; this one is the ShutdownTime registry value and,
as the name suggests, provides the date and time of the last clean shutdown of the
computer. This means the user intentionally shut down the computer, and it was not
shut down due to a power outage or other similar accident. Let us use Find once
again to locate this registry. If you do not have the Find window open, reopen it and
type the term shutdowntime then click Find Next as seen below.

Find b4

Find what: IShutdclwrltime| I Find Next ||
Direction Cancel

[ ] Match gase Olp. © Down

[ Wrap around

9. You will be taken to the following registry value. As seen below, this computer was
last shut down on November 12, 2014 at 12:33:03 (UTC).

] Systern_repart.bd - Notzpad - m} X
File Edit Format View Help

CiAWINDOWS Y s ystem32wsentfy.exe Mon Apr 14 12:88:30 2068 7 Wed Now 12 12:32:56 2214 Z 1 ~
Zi\Mlsci\Wireshark-win32-1.12. l.exe Wed Nov 12 18:35:53 2814 7 Wed MNov 12 1@:56:55 2814
CrAWINDOWS system328\Logon.scr Mon Apr 14 12:60:80 20068 7 Wed Now 12 11:98:23 2614 7 228
CiNWINDOWSsystem328dfrgshap.dll  Mon Apr 14 12:00:08 2008 7 Sat Nov 2 20:32:44 2013 7 |
ZiAMisc\WinDump.exz Wed Nowv 12 16:33:17 2814 7 Wed Nov 12 11:13:12 26814 7 569344 bytes

shutdewn wv.20886324
(Sy=tem) Gets velue from System hive

ControlSet@@lyControl\Windows: key, ShutdownTime walue

ControlSet@@l\Cont-ol\wWindows
Legtbiptte Tine Wad Nov 12 12:93-68 2atb (UT0)
“ShutdownTime = Wed Nev 12 12:33:03 2014 (UTC) |

shutdawncount . 28386765

(System] Retriewves ShutDewnCount walue

Shutdawntount
ControlSet@@li\Cont-ol\Watchdog\Display
L twWrite Time Wed Neow 12 12:33:83 2814 (UTC)

ShutdownCount = 48

10. The last thing we will look at in the SYSTEM hive is the connected USB drives. The
computer will keep a record of every USB device ever connected to it and provide
the date and time it was last connected. Let us use Find once again to locate this
registry. If you do not have the Find window open, reopen it and type the term
ussstor then click Find Next as seen below.

Find X

Find what: ~[[USBStof ilﬁﬁmﬂ Net
Direction Cancel

[ Match case OUp @ Down

[JWrap around
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11. You will be taken to the USBStor registry key, as seen below. Each entry provides the
Vendor ID of the USB drive highlighted as item 1, the serial number highlighted as
item 2, and the last time the drive was connected highlighted as item 3.

File Edit Formmat View Help

| Systemn_report.td - Notepad g a X

(System) Get USB key info

UsBStor
ContrelSet@d1\Enumy USE

R UB [Fri Oct 12 13:36:67 2612
5/N: A&24d6eb65&a|[Wed Nov 12 22:35:67 2614

Device Parameters LastWrite: [Fri Oct 12 13:36:87 2@812]
LogConf LastWrite : [Fri Oct 12 13:36:87 2812
ParentIdPrefix: S&18f54ch7a@

Vid BeeefPid 8821 [Fri Oct 12 13:36:67 2612]
S/N: S&18F54chb7&E&1 [Wed Now 12 22:35:89 2814]
Device Parameters LastWrite: [Fri Oct 12 13:36:87 2@812]
Loglonf Lasturite : [Frl Oct 12 13:36:67 2012)
ParentIdPrefix: 6SeY993ed78@

usbdevices w.2@814&416
{System) Parses Enum\USB key for USB & WPD devices

usbstor v.29141111
(System) Get USBStor key info

L 4 >

12. As with the other registry hives, the SYSTEM registry hive is a treasure trove of data.
Explore it further to find interesting artifacts. When you are ready to move on, we

will cover the SAM registry hive.

13. Now that you are done, close the Find window and the Notepad program by clicking

the X at the top-right corner as highlighted below.

[ orl

File Edit Farmat Vies Help

(System) Get USB key info

UsBStor
ControlSet@@l\EnumyUsSB

ROCT_HUB [Frl Oct 12 13:36:87 2012]
5/N: 4824d6eb65&8 [Wed Now [~ ———— —— 1
Device Parameters LastWrite Rieg |
LogConf Lasturite
ParentldPrefix: S&igfsdach oo vhet

| Diection Caricsl

Vid_B@eelPid 0021 [Fri Oct 12 Ol @ tiown
S/N: S&18F54cb7a6&1 [Wed Nd [IMatcheass il
Device Parameters LastWrite.— T
LogConf LastWrite : [Fri Oct 12 13:36:87 2012)

ParentldPrefix: 6&e993e0786

ushdevices v.28148416
(System) Parses Enum\USB key for USB & WPD devices

usbstor v.26141111
(System) Get USBStor key info

< >
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The SOFTWARE registry file stores data about the software installed on the computer
and is usually the largest of the hives (This is not a rule, though). Let us begin by opening
the SOFTWARE report you created.

1. To access this report, browse to the folder called Registry Reports located at

Evidence Repository (E:) > FOR_LAB_004 > Registry_Reports. Once you get to the
folder, double-click the file we named Software_report.txt to open it in Notepad, as

seen below.

_' = | Registry_Reports O *
Home Share e
B __;- b Cut & 1= x |!I1 1 b e ‘4,/‘ ;.T.lopen + B seectan
— W Copy pach T | Easyaccess — | A Edit Select rone
Rir ek Copy Pate . Mowe  Copy Delete Rename Mewe Properties =
3CCESH =) Pastasshartaut  ta= tow . folder . Eir Invert selecion
Slipbeard Crgariize Mesd Open Select
|
- i o | » This PC » Ewdence Repnsitory () » FOR_LAB Q04 » Registry_Reports L" [ Search Registry Reports =)
Toolbay B Marne Diate modified Tvpe Size
I This PiC =] NT_User_teportloy G/PEFROED O TEM Tl DuLdimenl PR
[ Desktop =] NT_User_repartist g 2020 217 i Tet Docurnent 264 kKB
@ | 2 Test Document 1kB
B Docuirients = SAM _reportlog Test Dacumer =]
i =] SAM _repartbet Test Docurnent 5 kB
-‘ Dowvnloads = - 4
5] Softvrre_reportlog Test Bagunisitt 1710
D Music |=| Saftware_reportibd Tet Document 508 kB
=] Pictures =] System_reportlog Taxt Documant 13 KB
B videos |=] System_reporttdt =t Document 2948
iy Local Disk (C2)
w Ewidence Repositony (B
FOR_LAB_ 004
Registry_File:
Registry Repotts:
e Data (FD
- USE 00T G
- Lata (F
v
& items | itern selected 233 KB

1/14/2021
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2. Letus use Find to locate the first artifact, the Default Browser Check. This artifact
can tell you what the default browser is. This is very useful when you want to narrow
your focus on browser artifacts and would like to determine the main browser. To
search for the term, click Edit from the Menu bar and click the Find option from the
dropdown menu as highlighted below.

| Software_report.bt - Notepad - m] *
Format  Miew Help
Hiw Indn nleZ  try Files\Config Registry_Files\software) 1s not dirty. &
sha Cut “ti 4l
(S0 Capy “l+C ot possible presence of ahaha malware
Paite trishf
iG] Telets sl
app l Find.i Cerl+F
(NT Find Mext F1 racts fApplompatFlags for Windows.
Replace,, ChrlaH
1. Go Toi L
Lau Select Al Ciisa 1138425
Aapy Time/Date F5 .
(800 ceme Sy i ielaeof AppInit DLls value
Applnit_DLls
Microsoft\Windows NT\CurpentVersion\Windows
LastWrite Time Fri Oct 12 12:37:45 2012 (UTC)
AppInit_DlLLs : {blank}
Wowbd32Node\Microsoft\Windows NT\CurrentVersion\wWindows not found.
Analysis Tip: The Applnit Dlls wvalue should be blank; any DLL listed
is launched with each user-mode process.
v
< >

3. Once the Find window appears, type the term befault Browser Check, and click Find
Next as seen below.

Find X

Find what: [defaut browsed ]| Endhext |
Direction Cancel

[ Match case Ol ©Down

[[] Wrap around
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4.

If successful, you will be taken to the Default Browser Check, as seen below. This
registry file indicates that the default browser is IEXPLORE.EXE (Internet Explorer) as
highlighted as item 1. The LastWrite Time value indicates the date the software was
made the default highlighted as item 2:

1| Software_report.bt - Notepad - o x

File Edit Format \iew Help

defbrawser v.28091116
(Software) Gets setting from HKLM

Default Broawser Check #H1
Clients\StartMenulnternet
]Lastw‘r*ite Time Fri Oct 12 26:41:23 212 (UTC) p

[pefault Browser : IEXPLORE.EXE )

Default Browser Check #2
Classes\HTTPyshell\openycommand
LastiWrite Time Sun New 3 17:28:11 2613 (UTC)

Default Browser = “C:\Program Flles\Internet Explorer\IEXPLORE.EXE" -nohome

dfrg v.28116321
{Software) Gets content of Dfrg BootOptim. key

Dfrg
Microsoft\Dfrg\BootOptimizeFunction
Erable Y
~
< >

Next, let us look at the SystemRestore state. This registry key will tell you whether
the System Restore feature is enabled. If System Restore is enabled, then that means
backups of user files and activities are being made and stored on the computer in
files called shadow files and is a goldmine for forensic examiners. There is no
guestion why knowing whether it is enabled is important. Let us use Find to locate
the SystemRestore key. You should have Find open, if not, reopen it and type the
term systemrestore and click Find Next as seen below.

Find X

Find what: ||systemrestone| Il Find Next I
Direction Cancel

[J Wrap around
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6. You will be taken to the System Restore key as seen below. As seen below, the
DisableSR =1 value, highlighted as item 1, indicates that System Restore was
disabled. If it were 0 instead of 1, then it would mean that it was still enabled. The
LastWrite Time, highlighted as item 2, indicates when it was disabled.

| Software_report.tet - Notepad = B

File Edit Format ‘iew Help

disablesr v,20126914
(Software) Gets the walue that turns System Restere either en or off

MicrosoftiWindaws NTACurrentVersion\SiSsculitatias

[astWrite Time wed Nov 12 19:35:22 2014 (UTC)|@
[oisebiesk - T

1 means System Restore is turned off

drivers32 v.20136408
(Software) Get values friom the Drivers32 key

Merosoft\Windaws NT\CurrentVerslion\Drivers32
Lastwrite Time Fri Oct 12 20:42:29 2012 (UTC)

vide.iv3l - Lr32 32.4d11

msacm.sl_anet - =1 _anet.aam

vido.iyuy - lyuw 32.d11

vidc.uyvy - msyuv.dll

vidc.M263 - msh263.drv

aux - wdmaud.dry

msacm.msg?23 - msg723.acm

vidc.cvid - lcovid.dll

7. Letus look at one last registry key. This is the Operating System Information registry
key, and it provides details about the operating system version, install date, the
registered owner, and other useful information. Let us use Find to locate the
Operating System Information. You should have Find open, if not, reopen it and type
the term Winnt_cv and click Find Next as seen below.

Find X

Finel what: |winrrt_cv| | || Find Next I
Direction Cancel

[ Match case Oup. @ Cown

[ Wrap around

1/14/2021 Copyright © 2021 Network Development Group, Inc. www.netdevgroup.com Page 62



Lab 04: Registry Forensics lIlI NDG

8. You will be taken to the WinNT_CV registry key, where you will find the Operating
System Information. This registry key can provide the Product Name and build
number, which refers to the version of Microsoft Windows operating system
installed as highlighted in item 1 below. The RegisteredOwner field will tell you the
name entered when the computer was being installed and is highlighted as item 2
below. Finally, highlighted as item_3 is the InstallDate. This provides the date and
time that the operating system was installed.

) softwae_report.od - Motepad o O b4
File Edit Format View Help

WinhT_C¥ ~
Mlcroso ti\Wlrndows YNTyCurrentierslon

LasthWrite Time Wed Mow 12 19:35:14 2814 (UTC)

SubVersionNumber :
RegDone :
RegisteredOrganization :
StagingkKevlsed : 1
CurrentWersion : 5.1
CurrentBuildNumbar : 26@
fﬁnemgister'edOmner" : IEUser

SoftwareType @ SYSTEM

SourcePath @ D:A\386

SystenRoot @ C:A\WINDOWS

PathMName @ C:A\WTNDOWS

CEDVersion @ Service Pack 2

CurrentType @ WMultiprocessor Free

'ProductName Mi:r_osoft Wirdows XP

Buildlab : 2669.xpsp.coEais-2117

Productld : 76487-024-5236883-02415

lrInsta'_lDate : Fri oot 12 2E:45:14 2812 (UTll)p

CuprentBuild : 1.51L.1 () (Obsolete data - do not use)

LicenseInfo : e7 b@ 53 34 2 ea 15 20 d6 da 1f 45 63 d8 dc 7c 59 ae 89 96 <8 85 59 3b 7c 43 97 b7 |
DigitalProductld : ad ©5 @6 GF 63 @2 08 9@ 37 36 34 38 37 2d 39 32 34 2d 35 32 33 3o 38 38 33 24 3

9. Asyou can see, the registry hives are extremely useful in learning about the system
and tracking user activity. We will not cover any other registry files, but please feel
free to open and review them all to become more familiar with their contents.

10. Now that you are done, close the Find window and the Notepad program by clicking
the X at the top-right corner as highlighted below.

| s |

@]
File Edit Format Miew Help
WinNT_CV ~
Mlcrosoft\Windaws NTACurrertVersion
LastWrite Time Wed Now 12 19:35:14 2014 (UTC)

SubVersionNumber :
Reghone :

e P ™
Sy Fod o]
Cur 1 )
Curr Fndwhat, | T [ Find MNewt f
Regl
Sofy : =4
SOUIJ| [CIMateh case OUp ®Down
Syst
PathiName : C:\WINDOWS

CiD¥ersion : Service Pack 3

CurrentType : Multiprocessor Free

Producthame : Microsoft Windows XP

Buildlab : 26@&. xpsp.@86413-2111

ProductId : 76487-824-5236883-22414

InstallDate : Fri Oct 12 20:45:14 2812 (UTC)

CurrentBuild : 1.511.1 () (Obsolete dsta - do not use)

Licenselnfo : e7 b® 53 34 92 ea 15 28 d6 dg If 45 @3 d8 dc 7c 50 ae 286 96 cB 85 59 3b 7c 43 97 b7
DigitalProductId : a4 82 00 08 @3 00 &3 ©9 37 36 34 38 37 2d 30 32 34 2d 35 32 33 36 38 38 33 24 30
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