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Introduction

One of the goals of a digital forensic examination is to maintain the integrity of the
evidence. This can be done through a series of methods such as documentation,
imaging, and hashing. The exercises outlined in this lab will cover the imaging portion of
the digital forensic process. It will teach a user how to use free digital forensic tools to
create a court-admissible forensic image and how to review this imaged data. Let us get
started!!

Objectives
e Getting familiar with FTK Imager

e Creating a forensic image in a windows environment
e Verifying the content of the image to ensure that the capture was successful
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Lab Settings

4INDG

The information in the table below will be needed to complete the lab. The task sections
below provide details on the use of this information.

Virtual Machine IP Address / Account Ffassword
Subnet Mask (if needed) (if needed)
Caine 172.16.16.30 caine Trainlng$
CSl-Linux 172.16.16.40 csi CSi
DEFT 172.16.16.20 deft Trainlng$
WinOS 172.16.16.10 Administrator Trainlng$
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1 Getting Familiar with FTK Imager

The first thing we will do is get you familiar with the graphical user interface of FTK
Imager.

1. To begin, launch the WinOS virtual machine to access the graphical login screen.
a. Select Send CTRL+ALT+DEL from the dropdown menu to be prompted with the

login screen.

= Send CTRL+ALT+DEL
1 Undock
O Actual Size

H Scale Display

% Power On

& Power Off

b. Login as Administrator using the password: Training$

2. Once you are logged into the VM, launch the FTK Imager program from the Windows
menu by navigating to Start Menu > AccessData > FTK Imager as seen in items 1, 2,
and 3 below. Alternatively, you can open it by clicking the icon from the desktop, as

seen in item 4.

AccessDats
| | FTK Imager

Autopsy

DB Browser (SQLite)

Foxit Reader

Ghaostscript

Gaogle Chrome

) e o &
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3. The following window will appear. Look at the sections highlighted in red. These are

the different areas of the interface.

el ficcessData FTE Imager 2:3.:0.18 = O b
Eile: Wiew Mode Help
a|% o g - - ST
Evidence Tree /..lz.FiIe List .V\_
o MName Size Type Date Maodified
popens |
- < >
Properties - {ix Walue Ihtarplet .-T-'... Lo Cartent Sowr I
For User Guide, prass F1 |§NL|M I
1 Evidence Displays evidence item(s) in a tree format
Tree
2 File list Displays the list of files that are selected in the evidence tree pane
3 Properties Contains various details about items selected in either the evidence tree or
the file list panes
4 View pane [ This is the box located in the bottom right corner of the FTK Imager window
and displays the contents of files selected in the File list pane
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4. Now let us look at the menus to see some important options. We will start with the
File menu. To access this, select the File button at the top-left corner of the GUI,
seen in item 1 below, which will reveal the menu as seen below.

[E)O  mose [557)
6 Add Evidence ltem...
£ Add All Attached Devices

% Image Mounting...

Decrypt AD1 image...
Verify Drive/Image... |
L] CapgureMemo!-y.4.

[ Obtain Protected Files...

‘ ) Add Evidence ltem... Allows the user to add a single evidence Item

‘ £ Add All Attached Devices || Allows the user to add all storage devices attached to the
computer (Beware as this option only adds live volumes)

Allows the user to mount an evidence item so that it can be

% Image Mounting... ' :
viewed as an attached storage device

£ RemoveEvidenceltem | Allows a user to remove a single evidence item

£ Remove All Evidenceltems | Allows a user to remove all evidence items that are currently

loaded
{3 Create Dick Image... Allows a user to create a forensic image of a storage device
B Export DiskImage... Allows a user to create a disk image from a storage device

that is already loaded in FTK Imager

= Verify Drive/image... Allows a user to perform a hash comparison of a forensic
image
W Capture Memory... Allows a user to capture an image of the RAM for the host that

FTK Imager is running on

0 The table on the right outlines the most common options highlighted
— in red on the menu. Please refer to the user manual located in the
' help tab highlighted in item 2 for definitions on the remainder.
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5. Let us look at another important menu. This is the option called Mode. To get to it,
select the Mode button at the top-left corner of the GUI, seen in item 1 below, to
reveal the menu, as seen below.

File Vil Help
2 5 % Expand compound files -
Evidence Tree @ Automatic (IE) i

¥R Text
|3 Hex
Expand Toggles the option to expand compound files such as Zip, tar, etc.
Compound
Files
Automatic Allows the software to choose how to display a file in the view pane
(using IE, Text view, or Hex view)
Text . . o
Switches the view pane to only show selected files in raw text
Hex The Hex option switches the view pane to only show selected files in
Hexadecimal

6. The remaining menus are equally as important, but we will not cover them in this lab.
Now let us move on to the good stuff, creating a forensic image!
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2 Create a Physical Forensic Image

A forensic image of original evidence is required to avoid changing valuable data and risk
making the evidence found inadmissible in court. In this task, we will walk through the
steps for creating a forensic image of a physical drive on the lab machine. The best image
for forensic analysis is always a physical image as it contains the most data. There are
cases when a logical image is necessary as well, and we will cover this later in the lab. Let
us get started!

1. FTK Imager should already be open. If not, reopen it and navigate to File > Create
Disk Image as seen in items 1 and 2 below. This will open the Select Source window
that will allow you to choose what type of volume you intend to replicate.

T

ile w Mode Help

Add Evidence Item...
Add All Attached Devices

&P

Image Mounting...

Remove Evidence Item
Remove All Evidence Items
Create Disk Image... Ie

Export Disk Image...

(i

Export Logical Image (AD1)...

Add to Custom Content Image (AD])
Create Custom Content Image (AD1)...
Decrypt AD1 image...

Verify Drive/Image...

Capture Memory...

o 1

Obtain Protected Files...
Detect EFS Encryption
Export Files...

Export File Hash List...
Export Directory Listing...

Exit

A hardware or software write-blocker must be used when imaging the
original evidence.
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2. Once you see the Select Source window, select the Physical Drive radio button, and
then click Next seen in items 1 and 2 below. This will take you to the Select Drive
window.

Select Source b4

Fleaze Select the Source Evidence Type:

(®) Phypsical Drive Io

() Logical Diive

() Image File

{3 Contents of & Folder
[logical liledevel analvss anly; sxcludes deleted, unallocated. eto

() Femica Device [rgltiple CO /OO

@
s o] [ | [

FTK Imager may hang right here, please be patient and do NOT click
Next again.

3. The select drive window will allow you to choose which volume you intend to
replicate. Once you are in the Select Drive window, select the drive labeled
PHYSICALDRIVEL from the dropdown menu and then select Finish as seen in items
1, 2, and 3 below. This will take you to the Create Image window.

Select Diive X

Source Dnve Selection

Flease selact from the following avalable drives; o
SAPHTYSICALDRIVED - Mdware Vitual disk SESI Disk Device |! ot

3
<Back | Finish | Cancel Help
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4. The Create Image window will give you the option to choose an image destination. It
will also show the image source you selected, as seen in item 1. It also has several

other useful options, such as:

Verifying your images after they are created, performs a comparison of the

hashes before and after imaging to ensure nothing changed.

Precalculate Progress Statistics allows you to do a check to see a time estimate

and determine if you have enough storage space for the image.

Create a directory listing of all files after the image is created, allows you to output

a file containing a tree-style list of directories contained in the image.

Add Overflow Location, gives you an option to store the image if the destination

is full.

5. For this exercise, only check the Verify images after they are created checkbox, as

seen in item 2 below.

6. Inthe Create Image window, add the image destination. This can be achieved by

clicking the Add button, seen in item 3, which will open the Select Image Type

window.

Create [mage X

Image Source

L \PHYSICALDRIVEL ‘ﬁ

Image Destinationi’s)

Add Crverflow Location

2]

{o] Werify images after they are created | [ Precaloulate Frogress Statistics:

[Jicreate directory listings of al filesin the imags after they are created

Staut Cancel
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7. This Select Image Type window allows you to choose from four (4) types of forensic
image formats:

Raw (dd) - This is a full image dump that uses no compression and does not store
information about the image within it.

SMART - This format is used mainly for the SMART tool for Linux. It supports
compression and segmentation but is not widely used anymore.

Advanced Forensic Format (AFF) - This format creates a raw image and stores the
image metadata in a separate file. It supports compression and segmentation.
Expert Witness Format (EO1) - This format is the most common forensic image
type and supports compression and segmentation. It also stores data within the
image container that can be used to help verify the image.

8. Let us use the EO1 format for this exercise. To choose it, select the radio button
beside EO1 and then click Next, as seen in items 1 and 2, to go to the Evidence Item
Information window.

Select Image Type w

Please Select the Destination Image Type
(yRaiy dd)

(ISMaRT

Gzl

() BFF

Flat) Cancel Help
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9. The Evidence Item Information window is where you will fill in the information that
will be permanently associated with the image. Ensure you fill it out accurately. Let
us put some information in these fields. Use the information highlighted in item 1
below to fill in the fields. Click Next seen in item 2 when you are done. Note, the
Examiner field should contain your name.

Evidence Item Irformation 4
L1
Case Nurnbiet: FOR_LAB_O01 |I‘
Evidenice Murmber '!| (E[N}1 m
| |
ldnique Descrption: | Image os 1GE Seagate HOD bearing Sin 954321 ||1|
Examinet ! | ---Insert student's name here--- HI
Mokes: :| Hard drive seized fromrsuspect's compuker |i'
2

< Back Cancel Help

10. Now you should be at the Select Image Destination window. This window allows you
fo:

set the storage location for the image.

create a filename for the image.

set the size of each image segment in megabytes (MB).

adjust the level of compression. In this field, zero (0) means no compression
while nine (9) means the highest compression possible; and

choose whether to use AD Encryption to protect your image.
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11. First, let us focus on setting the storage location for the image. To do this, select the
Browse button seen in item 1 below. This will open the Browse for Folder window,
which allows you to choose a location to store the image.

SelectImage Destination *

Irmage Destination Folder o

| | I Browse I

Image Filename (Excluding Extension)

Image Fragment Size (ME) (1500
For Raw, EOL, and AFF formats: 0 =do nok fragment L

Compression (O=hone, 1=Fastest, ., 9=Smallest) | 1 S

Lise AD Enceyphion |:|

12. Once you are in the Browse for Folder window, navigate to ThisPC and select the disk
drive labeled Evidence Repository (E:) and then click the Make New Folder option
seeninitems1, 2, and 3 below. This will create a new folder in the Evidence Repository
drive.

Erowese For Folder =

Select the destination Folder for the imags

= Desktop ~
a Adrministrator
FE el
[0 Desktap
|j Documents
-&v Diowyril oads
J“. hdusic
& Pictures
B ‘ideas
v o Floppy Disk Drrive (80
o Local Disk (Cah
DD Drive (D9

—
I b o Bvidence Repositorg (B B
—

Data (Fi

LLSR O fGE: i
Foldar: | adrmiriisky skt
| Make Mew Folder | | (' I Cancel
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13. Let us give the folder a name to help us keep track of its content. Name the folder
FOR_LAB_001 and then select OK, as seen in items 1 and 2 below, to go back to the
Select Image Destination window.

Browse FarFolder *

Select the destingtion Folder for the image

H YWidenos A
o Floppy Disk Drive ()

‘e Local Disk (20

- OWD Drivee (0

v Evidence Repositary (B
| For_Lag_oo1 | €D v
Foldar: ||"-.IEW Folder e
| Maks Mew Folder | | oK | Cancel

Check that the image destination path, highlighted in item 1 below, is
correct. It is common for the path to remain as New Folder, even
after you rename it.

14. Once you are back in the Select Image Destination window, create a name for the
image. An example is highlighted in item 2 below. Remember to check that the image
destination path in item 1 is correct.

Select Image Destination .

Image Bestination Folder

ﬁgﬁ_L.ﬁ.B_Dﬂl =] Browse

Image Filename (Excluding Extension)
) 166 _seagate_shosal |

Image Fragment Size [ME) | 1500 |
For Raw, EOL, and AFF formats: 0=donot fragment L ——— |

Camprassion {D=Mome, 1=Fastest, .., 2=Smallest) | 1 & i

e A0 Encryplion |:|

3' -
< Back Cancel Help

15. Leave the other settings at their default state and select Finish, seen in item 3
above, to go back to the Create Image window.
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16. Now that you are back at the Create Image window, you need to verify that all the
correct paths were selected. This is extremely important. Errors made at this phase
can destroy the very data you aim to replicate. Before moving to the next step:

Verify that the source is the one you intended to image as highlighted in item 1.
Ensure that the destination path is the same as the one outlined in item 2.

Ensure that the Verify images after they are created checkbox is M checked as
seen in item 3.

Create [rmage >

Irage Source

| \LAPHYSICALDRIVEL 1)

Image Destination(s)

|EfFOR_LAB_00111GB_Seagate_SNOS4321 [E0L]

j_l I R =L

6 P.dd-' b\Fe-rchlw anafion

'. ‘Werify images after they are created _. [ precalculate Progress Skatiskics

[Jicreate directary listings of all fles in the image after they are created

@i Skatk l Cancel

Please The Add Overflow Location is used ONLY if the image source is
Nofer suspected to be greater than the destination. However, forensics
: best practices dictate that you ensure the destination has enough
capacity for the source.

If Overflow location is selected, the verify images after they are
created option should be unchecked as FTK imager cannot verify
image segments stored in multiple locations. However, the image
created can be verified later using the Verify Drive/Image option.

17. If you are here, it means that you have done all the verification checks and now you
are good to go. To start the image, click the Start button highlighted in item 4 above.
This will commence the imaging process.
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18. Once the imaging is done, you will see the Drive/Image Verify Results window
appear. This window only appears if you selected Verify Images after they are
created before creating the image. It lists the image name seen in item 1, the MD5
and SHAL1 verification hashes seen in items 2 and 3, and any detected bad blocks
seen in item 4. Once you are done reviewing this data, click the Close button seen in
item 5.

0 Driveflmage Yerify Results: = O 4

B
Narne O seagare szsaaz k|
Sector count 4087152

B MD5 Hash
Computed hash Aol |y 63 7ol Ba 0 7h 1 d 21 23 3 5aMch 705

Stored wverification hash
Report Hash
Werify result
B SHA1 Hash
Cornputed hash

Stored verification hash
Report Hash
Werify result
El Bad Blocks List
Bad block(s) inimage asi'-’-' bad blocks found i image
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19. The window behind the Drive/Image Verify Results window should appear as below
and will display a message that says Image created successfully. This means that you
have completed the first and most important step of the forensic examination
process. Click Close seen in item 1 below to close the dialogue box.

Creating lrage.., = b

Irmage Source; | WA RHYSICALDRIVEL |

Deskinakion; | EXFCR_LAE 0014166, Seagate SHOS4521 |

Status: | Imange created successfully |

Progress

Elapsed-time: | 0:00:05 |

Es_timatEI_:I tirne et
1
| Image Summarsy .
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3 Create a Logical Forensic Image

In the previous task, we mentioned that there were times when a logical image is all that
is necessary or all that you can get. In this task, you will learn to create a logical image.

1. Letus go back to the FTK Imager interface and select the options File > Create Disk
Image, as seen in items 1 and 2 below, to open the Select Source window.

1 Mode Help

% Add Evidence Item...
Add All Attached Devices

&R

Image Mounting...

Remove Evidence Item

Decrypt AD1 image...

Verify Drive/Image..

Capture Memory...

o i

Obtain Protected Files...
Detect EFS Encryption
Export Eiles...

Export File Hash List...
Export Directory Listing...

Exit

2. Once you get to the Select Source window, click the Logical Drive radio button seen
in item 1. The logical drive option will allow you to choose a partition instead of the

entire disk drive. Now click Next, as seen in item 2, to proceed to the Select Drive
window.

Select Source *

Plaase Select the Source Evidence Typs
) Physical Drive

(®) Lagical Drive o

("1 Image-File

() Contents of & Folder

(logical fletevel analpsiz only; excludes deleted. unallocated; ete.]

(_1 Femico Device [muliple CO/DYD)
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3. When you get to the Select Drive window, select G:\ USB 001 [NTFS] from the
dropdown menu and then click Finish, as seen in items 1, 2, and 3 below, to the
Create Image window like you did before.

Select Drive *

Sobrce Diive Selection

Please select from the fallowing available drives:

AN 1
A

it~ [NTFS]

oo

E:\ - Eviderice Riepogitary [MTFS]
F:\ - Diata [NTES]
-\ - LISE A0 IMTEST

- Evidence Hepozitany

2]

4. When you get to the Create Image window, verify that the correct drive letter was
selected. The drive letter should match the one seen in item 1 below. Next, select
the Add button, seen in item 2, to open the Select Image Type window.

Create |rmage *

Image Source 0
& |

Image Destination(s)

= e =

Add Crearflow Lacation

[ Verify images after they are created ] Precaleulate Progress Statistics:
[[Jizreate directory listings of &l files in the image after they are created

Skt Cancel
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5. Let us use the EO1 format for this exercise as well. To choose it, select the radio

button beside EO1 and then click Next, as seen in items 1 and 2, to go to the
Evidence Item Information window.

Select Image Type X

Please Select the Destination Image Type
ORaw (dd)
(O sMART

[C=0

O aFrF

@&
< Back Cancel Help

6. You are back to the Evidence Item Information window, fill in the information as

seen in the fields below, and then click Next as seen in items 1 and 2. Remember,
the Examiner field should contain your name.

Evidence ltem Information 4
&
Case Numbst: FoR_LAE 001 |
Evidence Number: || 0014 |
Unigue Description: | Image of Drive & of 1TE HOD S/n 954322 |
Exarnirier | —-Insett student’s name hefa-— |
Motes: | N |
e.

= Back | Mk = I Cancel Halp
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7. Wow! You entered all that information already; that was quick. Then, you should
now be seeing the Select Image Destination window. Here, select Browse, seen in
item 1 below, to open the Browse for Folder window, which allows you to choose a
location to store the image.

SelectImage Destination *

Image Destination Folder o

| | I Browse I

Image Filename (Excluding Extension)

Image Fragment Size (ME) (1500
For Raw, EOL, and AFF formats: 0 =do nok fragment L

Compression (O=hone, 1=Fastest, ., 9=Smallest) | 1 S

Lise AD Enceyphion |:|

8. Like you did before, browse to ThisPC > (E:) Evidence Repository and then select the
Make New Folder option as seen in items 1, 2, and 3.

Browse For Folder ®

Selert the destination folder for the image

m Desktop ~
& Adrinistrator
g
B Desktop
|j Documents
-!v Dioweriloads
J". hlusic
& Pictures
|i| Wideos
' wi Floppy Disk Drive (8
i Local Disk (C
' e DD Drivee (D)
I s Evidence Repositony (E3) 9
' wm Data (F2)
LISE 001 (G ¥

Folder: | Administyatar

| MaketewFolder | [ oK Cancel

1/14/2021 Copyright © 2021 Network Development Group, Inc. www.netdevgroup.com Page 23



Lab 01: Creating a Forensic Image

AINDG

9. Name the new folder FOR-LAB-001A and then select OK, as seen in items 1 and 2, to

go back to the Select Image Destination window.

Browese For Folder *

Select the destiniation Folder Far' the image

ﬂ] Wideos A
o Floppy Disk Drive (&)
e Local Dusk (T2
ame DD Drivee (D)
Y e Evidence Repository (B
FOR_LAE 0O
| ForLag_oo1s | @D

L

Folders | FOR_LAB. 0014

| Make Mew Folder I I ik I Zancel

10. Once you are back in the Select Image Destination window, create a name for the
image. An example is highlighted in item 2 below. Remember to check that the
image destination path in item 1 is correct. Next, click Finish, as seen in item 3.

Select Irrrage Destination *

Irnage Diestination Fqlder o
|E:\FOR_LAB D014 || Brovse

Image Filename {E;('clutlh‘ng_Echensil;_nn}
| Drive_G_Seagate_SN954322 |9

Imiage Fragment Size (ME) [Jonn |
Far:Raw, EOL, and AFF Formats: 0 =do nok fragment L ——

‘Compréssion (D=None, 1=Fastest, ., 9=Smallest) | 1 :

Use a0 Encryption [

< Back: Finish Cancel Help

1/14/2021 Copyright © 2021 Network Development Group, Inc. www.netdevgroup.com
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11. The Create Image window is your last chance to verify that you have all the correct

paths selected. Remember, errors made at this phase can destroy the very data you
aim to replicate.

12. Before proceeding:

Verify that the source is the one you intended to image, as highlighted in item 1
below.

Ensure that the destination path is the same as the one outlined in item 2 below.

Ensure that the Verify images after they are created checkbox is checked as seen
initem 3.

13. If you are sure that all the correct options were selected, you can click the Start
button highlighted in item 4 below. This will commence the imaging process.

Create [mage X

Image Source o
LG |

i8] 1
Image Destination(s)

E:\FOR_LAB_DD1AiDrive_G_Seagate_SN354322 [E01]

6 #dd Creerflow Location

[~ verify images after they ars r:reated% [IPrecaloulate Progress Statistics:
: ol ;

[CJiereate direckary listings of &l filesin the image afket they are created

O =] | o
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14. Now the logical image is complete, and you should see the Drive/Image Verify
Results window appear as seen below. After reviewing the results of the verification,
click Close to close the window.

5 Driveflmage Verify Results = O b

=)
Marne Ditfve 5. Seagate ShI954322.607
Sector count

B MDS5 Hash
Computed hash
Stored werfication hash
Report Hash
Wetify result

E 5HA1Hash
Computed hash
Stored verification hash
Report Hash ;
Wetify result fotati|

B Bad Blocks List
Bad blockis) inimage Mo bad blocks found In image

1

15. Next, verify that the message Image created successfully is displayed in the Creating
Image window and then click Close as seen in item 1 below.

Creating Image.., e x

Image Source; &, |
Destination: | E\FOR_LAB_O01A|Drive_G_Seagate_SN354322 |
Skatus: E Image created successfully I

PrOgrESs

Elapsed time! ! ia0g |

Estimated time |eft:
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4 Verify the Image Contents by Reviewing the Image Report

Once you have created an image, there are two main things you need to check before
packaging for storage. You need to:

Verify the image process had no errors by reviewing the image report; and
Ensure that the content you captured is accessible.

Let us begin by reviewing the image report and checking for errors.

1. Open windows explorer and browse to Evidence Repository (E:) > FOR-LAB-001 as
seen in items 1 and 2 below.

| [ = | FOR_LAB OO - (| b
Hame Share Wigw o
: Tntd H i
J 4 Miveza 5 Delete i |i| i Select all
- 5 | Select none
Pinto'Quick: Copy  Poste x oot I R emame RIS Propertizs =
access L} o folder ¥ (17 Irnvert selactian
Cliplroard Cirgatiize P Dpen Salect
- v « Evidence Repasitory (E) > FOR_LAB_001 v | Seatch FOR_LAB 00 P
D husic ix MNarne ) Date rrodified Type
= Pfchirey [ 16B_Seagats_SHO54321,E01 10/29/2000 11418 .. EO File
& videas = 16B_Seagate_SHI5A321,E01 £t 1072872020 11118 ... TextDocurne

e Local Disk (C2)
Ve Ewidence Repositorye (B m
FOR_LAR 001 | 2]
FOR_LAB 014

L »

= -
3 jherria E=

2. The folder will contain file(s) with the extension EO1. Double-click the file named
1GB_Seagate SN954321.E01.txt to open it in notepad. This is FTK Imager’s image
report file.

| < | FOR-LAB-001 - O x |
File Hame Share e ﬂ
— e v Ewidence Repository (E) » FOR-LAB-001 v & earch FOR-LAB-00 P

&= Pictures & Marre Date rmodified Tyes

8 Videos | 16B_Seagate_SNG54321,E01 SH4/1000 S5 AM  ED1 File

s Local Disk {C3) | | 1GB. Seagate_SNO54327.E07 ¢t | 571472020 357 8N TestDacun .
- Ewidence Repository (o)

FOR-LAB-001

FOR-LAB-0014

- Data (F)
- USB 001 (G2)

Nists: FA v, & :
Zitems 1 item selected 1.42 KB =

This is determined by the defined Image fragment size, currently the
‘ default is 1500MB which is greater than the total capacity of the hard
drive. So, one fragment was created.

[ ;\[T/ Ordinarily you would see several fragments of the imaged hard drive.
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3. The image report will look like the text box in the snapshots below.

information you typed about the image and verify whether the

f_ \ﬂ\/ The case information highlighted below is where you can see the
‘ information was accurate.

File Edit  Forrmat  Wigwe  Hely

Created By AccessData® FTK® Imager 4.3.8.18 A

Case Information:

Acquired using: ADIA.3.8.18

|Case Mumber: FOR_LAB @@l

IEvidence Humber: @@L

Unique description: Image os 1GB Seagate HODD bearing 3/n 954321
Examiner: Andrew A.

|Motes: Hard drive selzed from suspect’s computer

Information for E:\FOR_LAB B@141GB_Seagate SNS54321: W

_'\[T/ The Image information category highlighted below is where you can
determine how much data was imaged and review the Drive Model
— and Serial Number as well as the disk geometry information.

Information for E:\FOR_LAB_0@1\1GB_Seagate_SN954321:

Physical Evidentiary Item (Source) Information:
[Device Info]

Source Type: Physical

[Drive Geometry]

Cylinders: 512

Tracks per Cylinder: 128

Sectors per Track: 32

Bytes per Sector: 512

Sector Count: 2,897,152

[Physical Driwve Information]

Drive Model: VMware Virtual disk SCSI Disk Device
Drive Serial Number: 6008c29e370302585d9473100500ab58
Drive Interface Type: SCSI

Removable driwve: False

Source data size: 1024 MB

Sector count: 2097152

— the segment list to know the names and paths of all the segments

f \‘T/ The Acquisition start and end times highlighted contain the times and
— created during the imaging process.
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[Computed Hashes]
MDS checksum: 41cf981622791425f6aa8beddb714bd4
SHAL checksum: ade5edf68176b103c025d6a91dd9ebede30fefe?

Image Information:
Acquisition started: Thu Oct 29 23:18:18 2020
Acquisition finished: Thu Oct 29 23:18:23 2020
Segment list:
E:\FOR_LAB_©01\1GB_Seagate_SN954321.E0L

Image Verification Results:
Verification started: Thu Oct 29 23:18:23 2020
Verification finished: Thu Oct 29 23:18:28 2020
MDS checksum: 41cf981622791425f6aa8beddb714bd4 : verified
SHAL checksum: adeS5edf68176b1603c025d6a91dd9ebede30fefe? : verified

_'[P The Computed Hashes information and the image verification results
— highlighted allow you to Compare the hashes from the computed
‘ hashes data with the verification results to determine if they match.

[Computed Hashes]
MDS checksum: 41cf981622791425f6aa8beddb7 14bd4d
SHAL checksum: ade5edf68176b103¢c025d6a91dd9ebede30fefe?

Image Information:
Acquisition started: Thu Oct 29 23:18:18 2020
Acquisition finished: Thu Oct 29 23:18:23 2020
Segment list:
E:\FOR_LAB_©01\1GB_Seagate_SN954321.E01

Image Verification Results:

Verification started: Thu Oct 29 23:18:23 2020

Verification finished: Thu Oct 29 23:18:28 2020

MDS checksum: 41cf981622791425f6aa8beddb714bdd : wverified

SHAL checksum: ade5edf68176b193¢c025d6a91dd9ebede30fefe? : verified

4. Once you have verified that the report seems accurate, proceed to the image report
for the logical image labeled FOR-LAB-001A located at E:\FOR-LAB-001A and

perform the same review.
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5 Verify the Image Contents by Opening the Image in FTK Imager

Great, you are here! Since you can verify that the reports look good, let us try to open

each image and see if the file systems are recognized. Let us start with the physical
image.

1. Letus go back to FTK Imager and select the options File > Add Evidence Item, as
seen in items 1 and 2, to open the Select Source window.

Eile |0w Mode  Help
@ Add Evidence lterm.., B

18 Add &l Attached Devices
% Image Mounting..,

Remowve Evidence ltem
Repntve &l Bwidence Iterms

Create Disk Image..
Egpiort Lhisk Image...
Export Logical lrnage (807)..,
Add ta Custorm Carrtert lnage (RO
Create Custorn Contant Image (A07).0
Decrypt&D7 inage.,
Merify Drivedlmage..

M Capture Mernony..,

. Obtain Protected Files...
Detect EFS Encryption
Export Filas..
Export File Hash List.,,
Estpart Directary Listing.,
Exit

2. Thistime, select the Image File radio button and then select Next, as seen in items 1
and 2, to proceed to the Select File window.

Select Source #

Please Seleot the Souros Evidencs Typs
) Phusical Diive

() Logical Drive

(® ImageFils o

() Contents of a Folde
[logical filesteyvel analpsis oply) encludes deleted, unalloeatad; ete.]

Bch Ganal Help
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3. The Select File window will allow you to choose the image you want to open. Click
the Browse button highlighted below. This will open the File Selection window,
which will allow you to browse to the appropriate image file.

Select File =

Evidence Source Selschion

Pleaze enter the zource path:

| |

< Back Gl Help

4. In the Select File window, browse to Evidence Repository (E:) > FOR-LAB-001 and
select the image file called 1GB_Seagate SN954321.E01 as seeninitems 1, 2, and 3
below. Once the image is selected, click Open as seen in item 4 below.

Il open b
i— o » ThizPC » Bvidence Repository (B » - FOR_LAB 001 v O Search FOR_LAE_QOM 2
Organize » New folder ==« [TH e
0 This P L Marrie ’ Date modified Type S
Desktap I 1] 1GB;Seagate_S'N954§21.EU1 B EDT File
5| Dacurrients || 1GB_Seagate_SM954321.E01 bt Trat Docurment
3 Downloads
J Music
B Pictures
B videas
e Local Disk (T2
- Evidence Repositor}rm
FOR_ L8001 2
FOR LAB Q014 Xl & 2
File name; |1GB_’Seagate_SN954321.E01 w | .AII_FiIe:’s (*"') ~ .

;’\ﬂ/ If multiple image fragments were created during the imaging process,
FTK Imager will automatically add the remaining files when loading.
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5. Once you are back to the Select File window, verify that the path of the selected file
matches the one highlighted in item 1 below. Once you have verified, click the Finish
button highlighted in item 2. This will take you to the main GUI, where the image will
be loaded in the Evidence Tree Pane.

Select File *

Evidence Source Selection

Flease enter the zouize path;
EE'?ﬁ"ﬁ';LEE:ﬁﬁT \1GB_5eagate. SNo54321 EOT ©

< Back Cancel Help
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6.

In the Evidence Tree pane, click the + signs beside 1GB_Seagate SN954321.E01, as
seen in item 1 below. This will expand and reveal the partitions of the drive. Next,
click the + sign beside Basic data partition (2) as highlighted in item 2 below. This will
expand and reveal the file system and the volume name, Data. Now click the + sign
beside Data, as seen in item 3, to reveal the root, orphan, and unallocated
directories. The root directory is the main directory on the partition, and all other
directories and files on the volume will appear under root. The orphan folder
contains deleted orphaned files, and the unallocated space folder contains
unallocated space represented as files. The folder we are currently interested in is
root. Click the folder called root, as seen in item 4, to expand it and see the files that
are on the volume in the File List pane seen in item 5.

Evidenze Tree A File List

1GE_Seagate SMI54321 EM Marne Size Tyhie Diate Modified
- Microzolt rezerved partibion [1] [32ME] )‘%E)—ct d e —
en

| Basic: data partition (2] [390MB] 1 Directary 5/15/2020 9:08:22 PM
1 | SRECYCLEBIN 1 Directary 5715/2020 9:268:44 P
% MSley8id.tmp 1 Ditectory 1016/2020 41101 A
11054 Systern Yolume Irfarmation 1 Directory 5/21/2020 437513 &AM
| i) [unallocated:space] | gottrmer 3 Regular File 5/15/2020 %0522 PM
Shls: Urearilionad Spaca [RET] f | §BadClus 0 RegularFile 5/15/2020 2:08:22 PM
q._! $Bitmap 0 31 RegularFile 57152020 2:08:22 PM
|1 $Boot & Regular File 5/15/2020 D:08:22 Ph
| $130 4 NTFSIndexll.,  10/16/20204:11:11 A
|} $LogFile 4884 RegularFile 515/2020.9:05:22 PM
|1 $maFT 256 RegularFile 5/15/2020 20822 PM
1] $METHtine 4 RegularFile 5/15/2020'9:08:22 P
!_‘_' $Secure 1 RegularFile 5/15/2020 30522 PM
.DEIES‘D 00 00 0O 01 DO 00 00-00 10 OO0 00 Ol 0O oo DEIED --------------
- 10|10 00 0o 00 28 00 00 O0-28 00 OO 00 01 00 00 oo saeg (-
Praperties 2000 00 00 00 00 OO0 OO0 oo-1g 00 OO0 0O 03 00 00 o0
[a}l 30000 00 00 00 00 00 00 00—
= ~
_[T The hard drive imaged in this lab will not contain any user created files
— but feel free to browse the file structure.

If you can open the root directory and view its contents, then it means the image was
successfully created and can be opened without issues. Repeat these steps to view
the contents of the logical image stored in the folder named FOR-LAB-001A.
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8. You have now successfully created and verified two digital forensic images and are
ready to move on to the next phase on the chain-of-custody.

9. The lab is now complete. Please close all open programs by clicking the X at the top-
right corner of the windows, as highlighted below.
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